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AHHOTAUMSA
paboueii nporpammsbl yueoHoi rucuuminabl b1.B.14
«AIMMHUCTPUPOBAHHE ONEPALMOHHBIX CHCTEM» IS
MOAroTOBKH fakajaBpa no HanpasJjenuio 09.03.02
«MHpopmannoHHbIe CHCTEMbI M TEXHOJIOTHN
HanpaBJieHHOCTH «CHCTeMHAasi AaHAJIMTHKA U pa3padoTka
NporpaMMHOro odecrniedyeHus» H «DyicTek pa3padorka»

Henb ocBoenust AMCUUIUIMHBI: [lenbi0 OCBOCHUSI NUCLMIUIMHBI SBIISACTCS
dbopMupoBaHHE Yy CTYACHTOB MPO(GECCHOHANBHBIX KOMIETEHIIUH B 00JacTh
YCTAaHOBKH,  HACTPOWKH, OOCITy)XMBaHWUsS W  oOecredeHuss  0OE30MacHOCTH
ONEPALMOHHBIX CUCTEM B KOPIIOPATUBHOM cpejie.

MecTo AUMCHUILIMHBI B Y4eOHOM IUIaHe: [HUCIWIUIMHA BKJIIOYCHA B
BApUATUBHYK YacTh Y4e€OHOro IuiaHa no HamnpasicHuto 1noarotoBku 09.03.02
NudopmanmoHHbie CHCTEMBI U TEXHOJIOTHH.

TpeGoBanusa K pe3yjabTaTaM OCBOCHHSl JMCHMIUIMHBI: B pe3yjibTaTe
OCBOCHUSI UCHHUIUTUHEI GopMupyroTes craenyronue kommereniuu: [1Koc4.1; [TKoc-
4.2; 11Koc4.3; I1Koc-6.1; ITKoc-6.2; I IKoc-6.3; I1Koc-8.1; ITKoc-8.2; ITKoc-8.3

Kpartkoe coaep:kanue JUCHUIIMHBI: J[McTMIUIMHA «AJIMHHHCTPUPOBAHUE
OMCPALMOHHBIX CHCTEM» JlaeT CHCTEMHbIC 3HAHUS M MPAKTUYECKUE HABBIKH,
HEOOXOAMMBIC IS YOPABJICHUS COBPEMEHHBIMU CEPBEPHBIMU W KIUEHTCKUMH
OIEepalMOHHBIMHM CUCTEMaMH, C aKIIEHTOM Ha peteHus cemeiicta Windows Server u
Linux. Kypc oxBareiBaeT dyHIaMeHTaIbHBIE TeMbl: apxutektypy OC, ympaBieHue
mpoleccaMi Y TaMAThIO, TUTAHUPOBAHWE 3aJlaHWid, a TaKKe YCTAaHOBKY H
MEPBOHAYAJIBHYIO HACTPOMKY cucteM. OTIaeIbHOC BHUMAHUE YACIAETCS YIPABICHUIO
UACHTU(DUKAIMEH W JOCTYNOM, BKJIIOYas padOTy C TMOJh30BATEISIMHU, TPYIIIAMH,
MOJIMTUKAMHU Tapojied W rpynnoBbiMu nonutukamu (GPO) B Active Directory.
PaccmarpuBaroTcsi BOMPOCHl 0OSCTIEYCHHUSI OTKA30yCTOMYUBOCTH W BOCCTAaHOBIICHHSI,
Takhe Kak HacTpoika RAID-maccuBOB, CO3/1aHHE U IPUMEHEHUE PE3EPBHBIX KOIHA,
a TaKk)Ke WCIOJIb30BAaHUE BCTPOCHHBIX MEXAaHW3MOB MOHHTOPWHTA W ayauTa s
NoJIIepKaHUs CTAOMIIBHOCTH pabOTHI.

O61masi Tpy10eMKOCTh AMCHUILIHHBI: 144 vaca / 4 3a4. ef.

IIpoMeRyTOYHBINH KOHTPOJIb: 3a4EeT C OLICHKOU

1. Ileab ocBOEHHS AMCHUTIINHDBI

Kypc «AIMUHUCTpUpPOBaHME OINEPALMOHHBIX CHUCTEM» (HOPMUPYET Y
CTYJICHTOB  KOMIUIEKC MPOPECCHOHAIbHBIX KOMIETCHUMHA JUIsl  YIpaBJICHMS
*u3HeHHBIM 1kiIoM OC B xopmopatuBHOHM MHppacTpykType. B pamkax oOyueHus
paccMaTpHUBaIOTCA KIIKOYEBBIC TEXHOJOTHMH, TaKUE KaK pa3BepTBIBAHUE CHCTEM,
HacTpouka ciyk0 katamoroB (Active Directory), ceteBrix ciayx0 (DNS, DHCP) u
o0ecrieyeHHe OTKa30ycTOMYMBOCTU. [IpakTHueckue HaBbIKM OTpabaTHIBAIOTCS B
BHUPTYaJIbHBIX JTA0OPATOPHBIX Cpe/ax, Te 0co00e BHUMAHHE YIEISICTCS BOMPOCAM
0a30BOil 0€30MacHOCTH: HACTPOWKE OpaHIMay’pOB M CHCTEM MOHUTOpUHra. B
pe3yibTate OCBOCHUS AHCIUIUIMHBI OOydYarolIuecss NPHOOPETarT CIOCOOHOCTH
CaMOCTOSTEJIBHO IPOCKTUPOBaTh, MOJJICPKUBATh M 3allMiiaTe TUnoByw WT-
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MHQPPACTPYKTYPY, a TaKKe ONEpPaTHUBHO pelIaTh BO3HUKAIOIIUE aIMUHUCTPATUBHBIC
3a/1aumn.
2. MecTO IMCUMILIMHBI B Y4eOHOM mporuecce

JlucuuminHa «AJIMUHUCTPUPOBAHKUE OIMEPAIIMOHHBIX CHCTEM» OTHOCHTCS K
BapuaTHBHOM 4acth bioka 1  «Jucuurmmasl  (Moayiu)»  yuyeOHOro IuUIaHa.
JlucuuniauHa «AJIMUHUCTPUPOBAHHME OMNEPAIMOHHBIX CHUCTEM» pEaIU3yeTcsi B
cootBercTBUM ¢ TpeboBanusmu ®I'OC BO, npodeccronanshoro cranaapra, OITOTIT
BO u Yuebnoro mrana mo uHampasienuio 09.03.02 UabopMammoHHBIE CHCTEMBI U
TEXHOJIOTHH.

[IpeniecTByOMUMH KypcaMu, Ha KOTOPBIX HEMOCPEICTBEHHO Oa3zupyercs
AUCHMILIMHA ~— «AJAMHUHHCTPUPOBAHUE  OMNEPALMOHHBIX  CHCTEM»  SBIISIOTCS
«TecTupoBaHue MPOrPaMMHOTO obecrieueHus», «VHDOpPMAIIMOHHBIE TEXHOJOTHNY,
«OnepalMoOHHBIE CUCTEMBDY.

JlucuunianHa «AJMUHHUCTPUPOBAHUE OMEPAIMOHHBIX CHCTEM»  SIBIIICTCS
OCHOBOTIOJIAraloIIed Ui  M3YYeHHUs CleAyroummXx aucuumuinH:  «PedakTtopunr
IPOrpaMMHOr0 Kopaa», «MHCTpyMeHTanbHbIe cpeAcTBa UHPOPMAIMOHHBIX CHCTEM,
«Mupopmannonnas 0e30MaCHOCTEY, «AIMUHUCTPUPOBAHUE HWH(POPMAITHOHHBIX
cuctem», « MHCTpyMeHTaIbHbIE CPeACTBA MH(POPMAIIMOHHBIX CUCTEM.

OCOOEHHOCTBIO M3YyUCHHUs JTUCIUIUIMHBI SBJSICTCS TIyOOKOE COYEeTaHHE
(GyHIaMEHTAIbHBIX TEOPETHYECKUX NpUHUUIIOB paborel OC ¢ WHTCHCUBHOMN
MPAKTHYECKOH paboTOl B BUPTYalbHBIX JA0OPATOPHBIX CTEHIAX, MUMUTHUPYIOUIUX
peanbHy0 KOPIOPATUBHYIO MH(PPACTPYKTYpY. AKIECHT J€JIaeTCs Ha CPABHUTEIBLHOM
OCBOCHHH JIBYX OCHOBHBIX Tatgopm — Windows Server u Linux, yto dopMupyer y
CTYJICHTOB I'MOKHE HaBBIKHM, BOCTPEOOBAaHHbIC Ha COBpeMEeHHOM [ T-pbIHKe.

Pabouass mporpamMMa IHUCIUIUIMHBI «AJIMHHUCTPUPOBAHHE OIMEPAITHOHHBIX
CUCTEM» JUISl MHBAJIMJIOB W JIMI[ C OrPaHMYCHHBIMU BO3MOXHOCTSMHU 3/10POBbSI
pa3pabaTeiBaeTCsd MHIUBUAYAIBHO C YYETOM OCOOCHHOCTEH MCUXO(PU3NISCKOTO
pa3BUTHUS, WHJAMBHIYAJIbHBIX BO3MOXHOCTEH M COCTOSHUS 3J0POBbSI  TaKUX
00y4Jaromxcs.

3. [lepevyenb MJIaHMPYeMbIX Pe3yJIbTATOB 00yUYeHMs MO JUCHHUILINHE,
COOTHECEHHBIX ¢ IVIAHUPYEMbIMH Pe3yJIbTATAMHU OCBOECHUS 00pa30BaTe/ILHOI
NpPOrpaMMbl

OOpasoBareiibHbIe  pe3yJIbTaThl OCBOCHHUS JUCHUIUIMHBI OOyYaroumMcs,
npejcraBicHbl B Tadbiuue 1.



TpeboBaHus Kk pe3yJibTATAM OCBOEHHS YUeOHOM JUCHMILTHHBI

Tabauua 1

pa3paboTKy, OTIaAKY U
pedakTOpuHT KOJa Ipo-
rpaMMHOT0 o0ecrneye-
HUSI, MHTEIPALIUIO IIPO-
rPaMMHBIX MOJyJIeH 1
KOMIIOHEHT, B TOM 4HCIIe
B3aUMO/ICHCTBYIOIIHNX C
BHEIIHEH CPEeIoi, cpel-
CTBaMM BbIOPAHHBIX 5I3bI-
KOB IIPOrpaMMHUPOBAHHUS

npuemMsl (hopMalIu3aluu 1
AIrOPUTMU3AIIUH TTOCTAB-
JICHHBIX 3a/1a4; HOTAIIUU
NPOrpaMMHBIE MTPOAYKThI
i rpaduueckoro orodpa-
KECHHS QJITOPUTMOB; aJIro-
PUTMBI PELICHHST THITOBBIX
3aja4, 00J1aCTH U CIIOCOOBI
WX IPUMEHEHHUS; METO10JI0-
Uy pa3paboTKu porpaMm-
HOro obecrneyeHus; CHHTAK-
CHC BBIOPAHHOTO SI3bIKA
nporpaMMHpOBaHUs, OCO-
OEHHOCTH MPOrPaMMUPOBA-
HHS HA 3TOM SI3bIKE, CTAH-
JapTHbIC OMOJINOTEKH SA3bIKa
NporpaMMHpOBaHUS; OCO-
OEHHOCTH BBIOpAHHOM cpe-
bl IPOTPAMMUPOBAHHS,
METO/IbI ¥ IPUEMbI OTIaKH
NpOrpaMMHOTr0 KOja, mo-
BBIIICHHUS YUTAEMOCTH TIPO-
PAaMMHOT'O KOJIa; TUIIbI 1
thopmatsl coobuieHHI 00
omrOKax, NpeynpeKacHun

NAU3alUM U aATOPUTMHU3ALUN
MOCTABJICHHBIX 33a4; HO-
TAlUU U IPOrPAMMHbIE
NPOAYKTHI IS rpapuyecko-
r'o 0TOOPAXKEHMS aNTOPHUT-
MOB; QJIFTOPUTMbI PEILICHUS
THIIOBLIX 3aj1a4, 00J1aCTH U
crocoObl UX MPUMEHEHHUS;
METOIOJIOIMU pa3paboTKH
MPOrpaMMHOI0 odecreue-
HUS; CHHTAKCUC BBIOpPAHHO-
IO s3bIKa IPOrPaMMHUPOBa-
HUs, 0COOCHHOCTH TPO-
rPaMMHUPOBAHUS HA ITOM
A3bIKE, CTAHAAPTHBIC OUO-
JMOTEKHU SA3bIKa IPOrpaM-
MHUPOBaHHs; 0COOEHHOCTH
BbLIOPAHHOM CpE/IbI TTPO-
IPaMMHUPOBAHUS; METO/IbI U
NIpHEMBI OTJIAJIKH TPO-
IrPaMMHOT0 KO/1a, MOBBIIIIE-
HUSl YUTAEMOCTH TPO-
IPaMMHOT'0 KOJ1a; THIIbI U
thopmatel coobuieHHi 00
omrOKax, NpeynpeKacHu

Ne Ko B pe3yabTaTe H3yuyeHHs1 YUeOHOH THCIHILTHHBI 00yJyaoniuecsi J0JKHbI:

o/ Komrille Coaep:kaHnue KoMIie- NHaukaTopbl KOMIETEH- pesy A Y sl \ = 4
TEHIHH (WJIH €€ YacTH) i 3HATDb yMeThb BJ/1a/1€Th

1 | TEHIHH

1. | Ilkoc-4 | Cnocoben ocyuiectBisTh | [IKoc-4.1 3Hath: MeToapl M | MeToab! M IpHeMsbl (hopMma-




[TKoc-4.2 YMeTh: ucnosb-
30BaTh METO/Ibl ¥ IIPUEMBI
(opmanusanuy 1 anropuT-
MH3aLUH [TOCTaBICHHBIX
3a/1a4; UCII0JIb30BaTh IPO-
rpaMMHBIE IIPOJYKThI JULs
rpaduueckoro orodpake-
HUSl QITOPUTMOB; IIPHME-
HATH CTaHAapPTHBIE aJIro-
PHUTMBI B COOTBETCTBYHOIMX
0051aCTsX; IPUMEHSATH BbI-
OpaHHbIE SA3BIKU IPOrpam-
MHMPOBaHHs UL HAIUCAHUS
IPOrpaMMHOT0 KOJIa; HC-
110JIb30BaTh BEIOPAHHYIO
cpeiy NporpaMMHUpPOBAHUS;
NPUMEHATh HHCTPYMEHTA-
pHH JUIs CO3/IaHUA U aKTya-
U331 UCXOAHBIX TEKCTOB
IpOrpamMM; BbISBISTD
OMIMOKH B MPOrpaMMHOM
KOJI€, UHTEPIIPETHPOBATh
coobmienus 06 ommubdkax,
IpeyNpeKACHUs, 3aIHCH
TEXHOJIOTHYECKHUX JKypHa-
JI0B; IPUMEHATH METO/IbI H
IOpUEMBI OTIAJIKHU I1PO-
rPaMMHOrO KOJa

Hcnonp30BaTh METOIbI
U npueMsl opmanusa-
MU U aIrOPUTMH3ALUH
MOCTABICHHBIX 3a/a4;
UCII0JIb30BATh I1PO-
rpaMMHBIE IIPOITYKThI
U1 rpaduuecKkoro
0TOOpaKeHHs! anro-
PUTMOB; IPUMEHSATh
CTaH/apTHBIE aJrOPHT-
MBI B COOTBETCTBYIO-
X o01acTsX; IpuMe-
HATh BEIOPAHHBIC S3BIKH
IPOrpaMMHPOBaHHs
J171s1 HATUCAHHSL IPO-
IPaMMHOI0 KOJa; UC-
N0JIb30BaTh BBIOpaH-
HYIO Cpejly IIporpam-
MHPOBAHUS; IPUMEHATD
UHCTPYMEHTapU 115
CO3/1aHMsA M aKTyaJlu3a-
LIMH UCXOJIHBIX TEKCTOB
IpOrpamMM; BbISBISTD
OLIHOKHU B IporpaMm-
HOM KOJIe, HHTepIIpe-
THPOBATh COOOIIECHNA
00 ommbdkax, mpeay-
NPEKCHUS, 3aITUCH
TEXHOJIOTHYECKUX
’KYPHAJIOB; IPUMEHATH
METO/IbI ¥ IIPUEMBI OT-
JTaJKH IPOrPAMMHOIO
KoJia




[TKoc-4.3 Bnanerb: HaBbl-
KaMu cocTaBlieHus (popma-
NU30BaHHBIX ONUCAHUIL pe-
IIEHUH MOCTABJICHHBIX 3a-
J1a4 B COOTBETCTBHHU C Tpe-
OOBaHUAMH TEXHUYECKOTO
3aaHus; pa3paboTKH auro-
PUTMOB pELICHHS TOCTAB-
JICHHBIX 3a/1a4 B COOTBET-
CTBHMH C TpeOOBaHUAMHU
TEXHUYECKOrO 3a/IaHus HITH
APYTUX MPHUHSATHIX B Opra-
HU3aI[MH HOPMATUBHBIX J10-
KYMEHTOB; CO3J[aHMs IIPO-
IPaMMHOI'O KO/[a B COOTBET-
CTBHH C TEXHHYECKUM 3a]1a-
HHEM (TOTOBBIMH crienndu-
KalUsMH); ONITUMHU3AIHH
OPOrpaMMHOr0 KOJIa ¢ UC-
MOJIb30BAHUEM CIICIIHAITH-
3MPOBAaHHBIX MPOrPAMMHBIX
CpPEeJICTB; aHAJINU3a U MPO-
BEPKU UCXOAHOTO MPO-
IPaMMHOTI0 KO/a; OTJIa KK
NpOrpaMMHOIr0 Kojia Ha
YPOBHE POrpaMMHBIX MO-
YJICH U MEKMOIYITbHBIX
B3aUMOJICICTBUI U B3aUMO-
JICHCTBUI C OKPYKEHHUEM

HaBpikamu cocran-
neHus Gpopmanuzo-
BAHHBIX OIMMCAHUH
peleHui nocTaB-
JIEHHBIX 3a]1a4 B CO-
OTBETCTBHH C TpeOo-
BaHMUAMH TEXHHUYE-
CKOr0 3aJaHus; pas-
pabOTKH aJIropuT-
MOB PEIICHHS T10-
CTaBJIEHHLIX 337144 B
COOTBETCTBUHU C Tpe-
OOBaHMSAMHM TEXHH-
YeCKOro 3aJaHus
WM IPYTUX HPUHS-
TBIX B OpraHU3aluu
HOPMAaTHBHBIX J10-
KYMEHTOB; CO3/IaHMs
IPOrpaMMHOr0 Kojaa
B COOTBETCTBUH C
TEXHUYECKHUM 3aJ1a-
HHEM (TOTOBBIMH
cnenupuKalusIMHU);
ONTUMU3ALMH TIPO-
IPaMMHOI0 KOJia C
HCIIO/Ib30BaHHEM
CHelManu3upoBaH-
HBIX NIPOrPaMMHBIX
CpEJ/ICTB; aHAIM3a U
MIPOBEPKH UCXO/IHO-
r'0 POrpaMMHOIO
KOJ1a; OTJIa]IKH IPO-
IPaMMHOI0 KOJ/ia Ha
YPOBHE NPOrpaMM-
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HBIX MOJYJICH U
MEKMOYJIbHBIX
B3aUMOJICUCTBUN U
B3aUMOJICHCTBUH C
OKPY/KCHHEM

IIkoc-6

CrnocobeH opranu3oBaTh
paboThI 10 0becrneyeHUI0
OesonacHocT nHpopma-
LIMOHHBIX PECYPCOB

[TKoc-6.1 3HaTh: CYUIHOCTB,
TOHSATHE, COCTABJIAIOIINE
9JIEMEHTBI, UCTOYHUKHU
yrpo3 uH(popManoHHOH
Oe3omacHocTH web-
pecypcoB, IPOrpaMMHO-
TEXHUYECKHUE CPEJICTBA U
cnocoObl obecneuenus 6e3-
OMacHOCTH UH(pOpMaIIMOH-
HBIX pecypcoB, PUHLHITBI
paboThl KOMMYHHKAIIUOH-
HOro 000py10BaHusl, aH-
TJIMACKUI A3BIK HA YPOBHE
YTCHHS TEXHUYCCKOM JIOKY-
MEHTAIlUU B 00JIaCTH WH-
(hopMallMOHHBIX H KOMITBIO-
TEPHBIX TEXHOJIOTHI

CymHocTh, IOHATHE, CO-
CTaBJIAIOILIME DJIEMEHTHI,
UCTOYHUKHU yrpo3 HHpOp-
MalMOHHOH 0e301acHOCTH
web-pecypcoB, mporpamm-
HO-TEXHHUYECKHE CPEeCTBA U
cnocoObl obecnieueHus Oes-
OMAaCHOCTH UH(OPMALIUOH-
HBIX PECYPCOB, IPUHIIMIIBI
paboThl KOMMYHHMKaIMOH-
HOro 000py10BaHusl, aH-
ITIMACKUH A3BIK HA YPOBHE
YTeHHs TEXHHUYECKOH JT0KY-
MEHTAILlUU B 00JIaCTH WH-
(hopMaLIMOHHBIX H KOMIIBIO-
TEPHBIX TEXHOJIOTHH

[TKoc-6.2 YMeTh: ycTaHaB-
JIUBATh U HACTPAUBATH I1PO-
rpaMMHOE obecrieueHue
3aIUThl HHQOPMAIMH, aHa-
JIM3UPOBATh COOOLICHHS
’KYPHaAJIOB COOBITHH, IIPO-
BOJIUTb PE3EPBUPOBAHHE
JIaHHBIX, JOKYMEHTHPOBATh
pEerjaaMeHTHbIE TIPOLEYpHI,
IPOU3BOUTH HACTPOHKY
napameTpoB web-cepsepa,
UJICHTU(QUIMPOBATH MHIIH-

YcranaBnuBate U
HAcTpauBaThb Ipo-
rpaMMHOE obecrieueHue
3aIUThl HH(OPMAaIKy,
aHaJIM3UPOBATh COO0-
LIEHHUS JKYPHAJIOB CO-
ObITUH, TPOBOUTEH pe-
3€pBUPOBAHME JIaHHBIX,
JIOKYMEHTHPOBaTh pe-
rJIAMEHTHBIE IPOLIETY-
pbl, IPOU3BOANUTH
HACTPOMKY IapaMeTpoB




JICHTBI HapylIeHHs 0e3-
OMacHoMi paboThl

web-cepBepa, HICHTH-
(ULMPOBATh MHIKJICH-
Thbl HapyLIEHUs 0€3-
OIAaCHOM padOThI

[TIKoc-6.3 Bnagers: HaBbI-
KamM¥ aJIMUHUCTPUPOBAHMUS
1 BKCIUTyaTalluy anmnapar-
HO-IIPOrPaMMHBIX CPE/ICTB
3a1uUThl HUH(POpPMaLUU B
HH(MOPMALIMOHHBIX pecyp-
cax

Hassikamu agmMuHu-
CTPUPOBAHMS U IKC-
TUTyaTalyy anra-
partHo-
POrpaMMHBIX
CPEJICTB 3alUThI
nH(pOpMaLIUH B UH-
(hopMaLlMOHHBIX pe-
cypcax

ITkoc-8

CrnocobeH nmpoBOaUTH
aHau3 1 (opMan3aluio
TpeboBaHuil K uHpOpMa-
[IMOHHBIM pecypcam

[TKoc-8.1 3HaTh: apXHTEK-
TYpY, YCTPOMCTBO M MPUH-
un (hyHKIUOHUPOBAHUSA
BBIYHCIIUTENIbHBIX CUCTEM;
ceTeBbl€ IPOTOKOJIbI U OC-
HOBBI Web-TeXHoI0rHif; oc-
HOBBI CUCTEM YIIPABJICHUS
0azaMu JaHHBIX; CTAHAAPTHI
B3aMMO/IEHCTBUS KOMIIO-
HEHTOB pacnpeIeIeHHbIX
NPHIIOKEHUN; METOJIUKU
OINUCAHMSL, METO/BI U CPEI-
CTBa MOJIEIIMPOBAHHUA TPO-
11€CCOB

ApXHUTEKTYpY, YCTPOMCTBO
W MPUHIMT (PYHKIIMOHUPO-
BaHUS BBIYUCIUTEIBHBIX
CHCTEM; CETEBbIE ITPOTOKO-
bl U OCHOBBI Web-
TEXHOJIOTHii; OCHOBBI CH-
CTeM yIpasiieHus dazaMu
JIAHHBIX; CTAHJAPTH! B3au-
MOJIEHCTBUSL KOMITIOHEHTOB
pacrpeiesIeHHbIX PUIokKe-
HUI; METOJUKU ONUCAHUS,
METOJBI M CPEJICTBA MOJIe-
JTMPOBaHUS TPOIECCOB
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[TKoc-8.2 ¥YMeTh: pou3Bo-
JIUTh aHAJIU3 UCIIOJIHEHUS 1
BBIPAa0aTHIBATL BAPUAHTHI
peanuzanuu TpedOBaHUH,
NPOBOJIUTH OLIEHKY H 000C-
HOBaHUE PEKOMEHTyEMbIX
pelleHui, IPUMEHATh Me-
TOJIbI U IIpHEMBI (hOpMaIH-
3alluy 3324, MCI0JIb30BaTh
NPOrpaMMHbIE TIPOLYKThI
i rpaduueckoro orodpa-
JKEHMsS aJITOPUTMOB, pa3pa-
OaThIBAaTh ANTrOPUTMBI pe-
IICHMS TTOCTABJICHHBIX 3a-
na4

[TpousBoauTh aHaIN3
HCIIOJTHEHMA M BbIpaba-
THIBaTb BApPUAHTBI pea-
nu3anuu TpedoBaHui,
[POBOJUTH OLICHKY U
000CHOBaHHE PEKOMCH-
JyEMBbIX pelleHu,
HOPUMEHATH METO/IbI U
npHeMsl popmanu3a-
LIMH 3a]1a4, UCII0JIb30-
BaTb IPOrPaMMHBIC
NPOAYKTHI U1 rpadu-
YECKOro 0ToOpakeHus
aJIrOPUTMOB, pa3pada-
TBIBATb AITOPUTMbI
pELIEHUS OCTABICH-
HBIX 3a/1a4

[TKoc-8.3 Binajers: HaBbI-
KaMH cocTasieHus Gpopma-
JIM30BAHHBIX ONMUCAHUMH,
pa3pabOTKH alrOPUTMOB
PEUICHHS MOCTABICHHbBIX
3a7a4 B COOTBETCTBHUH C
TpeOOBaHUSAMU [IPUHSATHIX B
OpraHu3allii HOpMaTHBHBIX
JIOKYMEHTOB

Hagbikamu cocras-
nenust popmanuso-
BAaHHBIX OIMHCAHUH,
pa3paboTku anro-
PUTMOB pELLICHUS
MOCTABJICHHBIX 3a-
7a4 B COOTBETCTBUU
¢ TpeOOBaHUAMH
NPHHATHIX B OpraHu-
3Ly HOPMATHBHBIX
JOKYMEHTOB
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4. CTpyKTYypa H colep:KaHue JTUCIHHILIHHBI

4.1 Pacnpenesienne TPYA0EMKOCTH JUCHUIIMHBI IO BUIaM padoT
1o cemecTpam

OOmmast Tpy10€MKOCTh JUCHUIUIMHEI cocTaBisieT 4 3ad.ef. (144 gaca), ux
pacrpezieneHue 1no BujaaM paboT ceMecTpam MpeacTaBieHo B Tabuuue 2.

Tabnuia 2
Pacnpeneﬂenﬂe pr}IOEMKOCTH JAUCIHHIIJIMHBI ITO BHIaAM paﬁoT
TpynoémkocTs
Buj yuebHoii padorsl (S cemectp)
4yac. BCero

Ob0masi Tpy10éMKOCTb JUCHUILIMHBI 10 Y4EOHOMY TUIAHY 144
1. KonrakrHas padora: 50,35/4
AynuropHasi padora 50/4
8 mom yucie:
aexyuu (J1) 16
npaxmuyeckue 3anamus (113) 34/4
KOHmMaxkmuas paboma na npomedxcymourom konmpoine (KPA) 0,35
2. CamocrosiTesbHast padora (CPC) 93,65
camocmosmenbHoe usyueHie pazoenos, Camono02omosKa
(npopabomka u nosmopernue 1eKYuoHHo2o Mamepuaid u 85,65
Mamepuana y4ebHUKo8 u yuebHbix nocoout, N0020Mo6Ka K ’
NPAKMUYECKUM 3AHAMUAM, YCIMHLIM ONPOcam u m.o.)
lloozomoexa k 3auemy ¢ oyeHkou (KOHMpPOv) 9
Bua npoMexyTO4HOTr0 KOHTPOJIS: 3auer ¢

OLICHKOH

4.2 Coaep:kanue JHCHUINIMHBI
Tabmuma 3

Temarnuyeckuil UIaH y4eOHOH AN CHHIIHHBI

AynuTopHasi pabora | Bueayauro
Hamietonaie pIEIOR U I | ey [ N3 | IKP | pras
padora CP
Paznen 1 «Apxurekrypa, ycTaHOBKA M 32 8 4 20
0a30Bas HACTPOHKa ONEPaLMOHHBIX CHCTEM»
Paznen 2 «Ynpasnenue unGpacTpyKTypoit u 38 4 14 20
CETEBBIMU CITy:KO0aMu»
Paznen 3 «Obecrieuenne 44.65/4 4 16/4 24,65
0TKa30yCTOHYMBOCTH, O€30MAaCHOCTH U
MOHHUTOPHHTA
KonrakTHas paboTta Ha TPOMEKYTOUHOM 0,35 0,35
koHTposie (KPA)
IToaroroBka K 3a4eTy ¢ OUEHKOH (KOHTPOJIb) 9 9
HUTOro mo guciuninge 144 16 34/4 0,35 93,65

12



Pazgen 1. ApxurekTypa, yCTAaHOBKAa M 0a30Bas HACTPOKa onepanHOHHBIX
cucTeM
Tema 1.1. BBeieHne B apXMTEKTYPY ONEPALHOHHBIX CUCTEM. YIIpaBJeHHe
npoueccamMu, NamMATbI0 U GaiJIOBBIMH CHCTEMaMM.

o  Apxwutektypa: Haznauenue um ocHoBHbie QyHkmuu OC. MoHOIUTHOE,
MUKpOSIZICpPHOE U THOpuaHOE mocTtpoeHue sjapa. IToHsTHE pexuMOB padOTHI
nporieccopa (user mode u kernel mode).

o  VYnpasienue npoueccamu: [Iponecc u norox (thread). ITnanupoBimk
3a/1a4y, COCTOSIHHS TPOIlecca, KOHTEKCTHOE TepeKIIUeHue. MeXnpoleccHoe
B3aumojeiicteue (IPC).

o  Ymparnenue nmamsThio: Ousndeckas W BUPTyalbHas mamsaTh. CTpaHud-
Has U CerMEHTHas opranusauus naMmati. Pabora MeHekepa namMsaTH, KIUIMpo-
BaHUE, MOKavKa (swapping).

o  @aiinoBble cuctembl: Haznauenne u abGcrpakums ¢aiina. Jlornyeckas
ctpyktypa u metaganasie @C (inode, MFT). O030p momyspHbIX (GallIoBBIX
cuctem: NTFS, ext4, XFS, ReFS. IIpasa nocryna x ¢aiinam (ACL).

Tema 1.2. CpaBHuTeJbHBbIH aHaaM3 miaarpopm. VYcTaHOBKa H
nepBoHayajbHas HacTpoiika Windows Server u nucrpudyrusa Linux.

o  CpaBHurenbHbld aHanu3: Mcropuueckue M Quiiocodpckue pazaudus
mexay cemeiictBamu OC. OOGnacT TpUMEHEHHS: CEPBEPHBIC, KIMEHTCKUE,
BCTpOeHHbIE cucTeMbl. CuiibHbIe U crabble cTopoHbl Windows Server u Tu-
nmuuHeIX aucTpuOyTuBOoB Linux (Ha mpumepe RHEL/CentOS unmm Ubuntu
Server) a1 KOPIOpaTUBHBIX 3aad.

o  VYcranoBka Windows Server: Beibop pemgakmuu, pa3MeTka TUCKOB (MHU-
Lyaan3alys, TUIbl TOMOB), HACTPOKKa CETH BO BpeMs ycTaHOBKU. [lepBbIi 3a-
MyCK ¥ TepBOHAYANbHAS KOH(pUTrypamnus (Ha3HaUY€HWE WMEHU, HACTpPOWKa 00-
HOBJICHHI).

. YcranoBka Linux: Beibop auctpuOyTrBa u makeToB. Pa3MeTka IHUCKOB
(LVM - Logical Volume Manager), riaHMpoBaHHE TOYEK MOHTHPOBAHUSI.
Hacrpoiika cetn u MeHemxkepa nakeroB. [lepBuuHas HacTpoiika depe3 KOH-
COJTb.

« bazoBoe anMuuuctpupoBanue: Hauamo paboTel ¢ MHCTpyMEHTaMM:
Windows Admin Center, Server Manager, ocaactku MMC vs. komaHaHas
ctpoka (cmd, PowerShell) B Windows; tepmunan, SSH, nakerHble MeHexKe-
peI (yum/dnf, apt) u TekcToBBIE peTakTophl (Vim/nano) B Linux.

Pasznen 2. Ynpasienne HHQPaCTPYKTYPOH U ceTeBbIMHU CyKOaMMU
Tema 2.1. YnpasJjienue uaenrupuxkanueid u gocrynom. Ciayxkoda karajioron
Active Directory, nosib3oBareiu, rpynnsi ¥ rpynmnosbie noJuTuku (GPO).

o  Konmenmus neHTpann30BaHHOTO yrpaBieHus: Poiab cirykObI KaTaioros.
0630p LDAP. Apxurektypa Active Directory Domain Services (AD DS): ne-
ca, IOMEHBI, AePEeBbs, OpraHu3anuonabie noapasaencaus (OU), KOHTPOIUIEPHI
nomena (DC).

o  OObexTel AD: Co3aHue M ynpaBJIeHUE YUYETHBIMU 3aMCSIMHU 10JIb30Ba-
Tee M KOMMBIOTEpPOB. Tumbl Tpymm: pactpenencuus (distribution) u 6e3-
OIMacHOCTH (security); o0IacTu TPYII: JIOKAJIbHbIE, TJ100alIbHbIE, YHUBEPCAIIb-
HBIC.
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o [I'pynnossie nomutuku (GPO): Apxurektypa GPO: o0bekT rpynmnoBoi
nonutuku (GPO), cBa3p ¢ OU, caittamu, nqomenamu. [lopsimox obpaboTku
(Hacie0BaHUE, MPUHYIUTEIBHOE NMPUMEHEHHUE, OJOKUPOBKA HACIECI0BaHUSA).
Cosnanue u Hactpoiika GPO st ynpaBieHus 6€30MacHOCTbIO, CPEIOH MOJIb-
3oBarens u yctanoBkoi [10.

Tema 2.2. PasBeprbiBaHHEe M AJAMMHHCTPHPOBAHME KJIYEBBIX CETEBBIX
ciayx6: DHCP, DNS, ¢aiijioBble U meyaTHbIE CJIYKOBI.

«  DHCP (Dynamic Host Configuration Protocol): ITpuniun pa6otsr (DO-
RA: Discover, Offer, Request, Acknowledge). YcranoBka m HacTpoiika poiu
DHCP-cepBepa, cozmanue obrnacteil (scopes), pe3epBUPOBAHHUE aJlpecoB,
HaCcTpoMKa mapamMeTpoB (muir3, DNS).

« DNS (Domain Name System): ApXuTekTypa M HPOCTPAHCTBO HMEH.
Tumner 3ammuceit (A, AAAA, CNAME, MX, SRV, PTR). YcranoBka u HacTpoi-
ka posu DNS-cepsepa. Murterpanuss DNS ¢ Active Directory (AD-integrated
zones). Komupyrommuit DNS u nepenanpasnenune (forwarders).

o  QaiinoBeie cnyx0bl: Opranuszanust cereBbiX pecypcoB. Co3naHue H
HacTpoiika oOumx nanok (SMB/NFS). Ynpasnenue paspenieHussMU Ha ypOBHE
obmero pecypca m Ha ypoBHe NTFS/mpaBax (aiinoBoii cucremsl. TeHeBbIC
konuu (Volume Shadow Copy Service - VSS).

o Ileuarnspie coyxObl: YCTaHOBKA U OOIIEe yMPaBICHUE CETEBBIMH TIPHUH-
tepamu. Ouepeau neyaTH, JpailBepbl MPUHTEPOB. PasrpaHudeHue 10CTyna K
MIPUHTEPAM.

Pa3znen 3. O0ecnieyeHre 0TKA30yCTONYHUBOCTH, 0€30IIACHOCTH 1 MOHMTOPHHIA
Tema 3.1. Crparernu oOecredyeHHsl JOCTYNMHOCTH H BOCCTAHOBJIEHHS.
RAID-maccusbl, IVIAHMPOBAHME H BBIIOJIHEHHUE pe3epBHOIO
KONUPOBAHUS.

. OTKa30yCTOMYMBOCTL AUCKOBBIX cuctem: YpoBuu RAID (0, 1, 5, 10,
50). Anmapartasie ¥ niporpamMmasie peanuszanun RAID. Kondurypamus u Mo-
Hutopunr B Windows (JluckoBbie npoctpanctsa) u Linux (mdadm).

o  Crparerun pe3epBHOro konupopaHus: [losiHOe, HMHKpEeMEHTaIbHOE,
muddepennmansHoe KonmupoBanue. [InanupoBanne 3amanmii apxuBanuu. Hc-
nosib3oBaHue BCcTpoeHHBIX cpeactB (Windows Server Backup, tar, rsync) u
3HAKOMCTBO C KOPIIOPATUBHBIMY PEIICHUSMHU.

«  Boccranosnenue nannsix: Ilponeaypsl BocctaHOBIIGHUS (ailiioB, TOMOB
u cuctem (bare-metal recovery). Pe3epBHOoe KomMpoBaHWE W BOCCTAaHOBJICHHE
coctossHus cuctembl (System State) B Windows. Co3zianue U MCIOIb30BaHUE
TMCKOB BOCCTAHOBJICHUSI.

Tema 3.2. OcHoBBbI 0e30nmaCHOCTH omnmepanMOHHBIX cucTteM. Hacrpoiika
Opanamay’pa, ayiuT M MOHUTOPHUHI COOBITHIi, BBeJleHHE B CHCTEMbI
00HApY/KEeHHUS BTOPKEHMI.

o  3amuTa Ha ypoBHE XocTa: Ponb M HacTpoiika BCTPOSHHOTO OpaHaMay3pa
(bpanamayap Windows B PEXKHUME MOBBILLICHHOM Oe3omacHo-
cty, firewalld/ufw B Linux). Co3znanue npaBil JUis BXOASIIMX U UCXOISAIUX
MOJKJIFOYEHU .

e AyauT ¥ MOHUTOPHUHI: BKIIFOUEHHE U HACTpOMKa ayauTa MOJMTUK Oe3-
omacHOCTH (TOMBITKUA BXOJa, AOCTYN K oObekTam). Pabora ¢ xypHamamu co-
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obrtuit (ITpocmotp cobbiTuii B Windows, journalctl u syslog B Linux). Arpera-

Iy JI0TOB.

«  bazosele npuniunel 6e3onacHoctu: KoHuenuss MUHUMaIbHBIX MPUBU-
nerui. O6HoBnenue u ucnpasienue OC (WSUS, yum update/apt upgrade).
Beenenue B cuctembl o0HapykeHUs U TipeoTBpamieHus Bropxkenuii (IDS/IPS)
Ha ypoBHe xocta (HIDS), o630p Takux uHcTpyMeHTOB, Kak OSSEC wim

Wazuh.

4.3 Jlekuuu / npakTHYeCKHe 3aHATHS

Tabmuia 4
Conep:xanue JieKUMi/ NPAKTHYECKHUX 3aAHATHI U KOHTPOJIbHbIE MEPONIPHSITHS

Ne
n/n

HazBanue
pasaeJia, TeMbl

Ne 1 Ha3BaHHe JeKIHH/
J1200paTOPHBIX/ NPAKTHYECKHX/
CeMHHAPCKHX 3aHSATHH

dopmupye
MbI€
KOMIIeTeHI
HH

Bun
KOHTPOJBHOI'O
MepONpPHATHSA

Koa-
BO
Yaco
B

Pa3nen 1. ApxurekTypa, yCTAaHOBKA M 0230Basi HACTPOIKA ONePALHOHHBIX CHCTEM

Tema 1.1. [TKoc4.1; 4
BeencHue B [TKoc4.2;
ApXUTCKTYPY Jlexums Nel: Apxurekryprbie | [[Koc4.3;
OIEePAUOHHBIX
onepan OCHOBBI OTIEPAIIHOHHBIX TMTKoc-6.1:
: CHUCTEM: IIPOLIECCHI, TAMSTh U Koc-6.2-
YnpasieHue (aiioBbIe CUCTEMBI KaK >
poleccaMu, byHamenT I1Koc-6.3;
NaMATRIO H aJIMUHHCTPHPOBAHUS. [TKoc-8.1;
(aitnoBbIMu [MTKoc-8.2:
=
CHCTEMaMH. [MKoc-8.3
[TKoc4.1; 2
[TKoc4.2;
[IpakTudeckas padora Nel.l: [1Koc-4.3; V CTHBLI OIDOC
HaburoieHue 3a mpoleccamu, [TKoc-6.1; 3ammap ’
YIIPABICHUEM TIAMATBIO U [1Koc-6.2; HDAKTHYCCKOI
aHanu3oM (ainoseix cucteM B | [[Koc-6.3; P paGoTHL
Windows u Linux. TMKoc-8.1;
[TKoc-8.2;
[1Koc-8.3
Tema 1.2. [TKoc4.1; 4
?paBHHTeﬂbHH Jlexuust Ne2: Bribop [TKoc4.2;
it aHann3 .
maTGopMbl A [TKoc4.3;
miathopm. KOPIOPATUBHON MKoc-6.1:
YcTaHOBKa U HH(PACTPYKTYPHI: MKoc6 2f
NCPBOHAYANILHA | cpapHuTE IbHBIN aHATH3, 7
1 HACTPOMKA APXUTEKTYPHBIE OCOOCHHOCTH [TKoc-6.3;
Windows U CTpATEeruy BHEPEHHS [TKoc-8.1;
Server u Windows Server u Linux. [TKoc-8.2;
JucTpuOyTHUBa MKoc-8.3
Linux. :
[IpakTueckas pabora Nel .2: [TKoc4.1; | Yerusiii onpoc, | 2
Veranoska u 6a3zoBag 11ocT- [TKoc4.2; 3alUTa
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dDopMmupye

Koa-

Ne u Ha3BaHHe JeKIHiIi/ Bun
Ne Ha3zpanne MbIe BO
Ja00paTOPHBIX/ MPAKTHYECKHX/ KOHTPOJIBLHOTO
n/m | pasgeia, TeMbl . KOMIeTeH1 Yaco
CeMHHAPCKHUX 3aHITHI unt MeponpHATHSE B
YCTAHOBOYHAs HACTPOiKa [TKoc4.3; | npakTuyeckoi
Windows Server u Linux (Ha [MKoc-6.1: paboThI
npumepe CentOS/Ubuntu) B MKoc-6, 2?
BUPTYaAJILHOM cpee. 7
[TKoc-6.3;
I1Koc-8.1;
[TKoc-8.2;
[1Koc-8.3
2. Pasnea 2. Ynpasienue HHGpacTpyKTYpoOii H ceTeBbIMH CJ1Y:R0aMH
Tema 2.1. [TKoc4.1; 2
YrpagiieHne [MKoc4.2:
UACHTA(DUKALH .
eif 1 10CTYIOM. Jlekuus Ne3: BuyTpenHsis [TKoc-4.3;
Cryx6a apxurextypa Windows: sapo, | 11Koc-6.1;
KATAJIOTrOB pexumbl paboTsl, mojcucremsl | [TKoc-6.2;
Active U JUCTeTYepUu3aIus [TKoc-6.3;
Directory, MPOIECCO. IMKoc-8.1;
OJIb30BATEIIH, [MKoc-8.2:
rpyIIbl 1 MKoc-8.3
IPYIIOBBIE n
HOJUTUKU [TKoc4.1; 4
(GPO). [TKoc4.2;
[IpakTuyeckas padora No2.1: [TKoc4.3;
AHanM3 CUCTEMHBIX MKoc-6.1: VYcerHblii onpoc,
IIPOLIECCOB, CIYKO 1 Y 3ammra
UCIIOJIb30BaHUE JIUCTIETYEpa HKOC'6'23 NPaKTHYECKOM
3a/1la4 1 MOHUTOPA PECYPCOB [TKoc-6.3; paboTbI
Windows 11 fMarHOCTUKH. [TKoc-8.1;
[TKoc-8.2;
[TKoc-8.3
[TKoc4.1; 2
[TKoc4.2;
I1Koc4.3;
[TpakTuueckas padora Ne2.2 MKoc-6.1: VYcerHblii onpoc,
b
Uccnenosanue POATEILCKO- MMKoc-6.2: samura
JIOYEPHMX CBA3CH MPOLEecCOB U > | TpaKTHYECKO#
UX IPHOPHTETOB [TKoc-6.3; paboTbI
[TKoc-8.1;
[TKoc-8.2;
[TKoc-8.3
[TKoc4.1; 2
[TKoc4.2;
[TpakTHueckas padora Ne2.3 MTKoc4.3: YcerHblii onpoc,
Pabora ¢ yrunuroi "MoHuTop ) 3ammra
" . [TKoc-6.1; .
pecypcoB" 11 yriryOJieHHOM > | HpaKkTHYECKOH
JIMarHOCTHKU [TKoc-6.2; paboTbI
[TKoc-6.3;
[1Koc-8.1;
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dDopMmupye

Koa-

No Hazpanme Ne u Ha3BaHHe JeKIHiIi/ MBI Bun 50
w/n e T Ja00paTOpPHLIX/ npaHaneflmxf O KOHTPOILHOIO | .
CeMHHAPCKAX 3aHSATHI unt MEpOIpPHsITHS 5
[TKoc-8.2;
I1Koc-8.3
[TKoc4.1; 4/4
[TKoc4.2;
[1Koc4.3;
[TpakTrueckas pabota Ne2.4: [MKoc-6.1: YceTHbIit onpoc,
Cuenapuii PowerShell nis TKoc6 2f 3aIuTa
cOopa 1 aHanM3a JaHHBIX O 7 | npaktuueckoun
rporeccax [TKoc-6.3; paGoThI
[TKoc-8.1;
[TKoc-8.2;
I1Koc-8.3
Tema 2.2. [TKoc4.1; 2
Pa3BeprbiBaHue [TKoc4.2;
:,[[MHHHC Upo MKoc-4.5;
BAHME PP Jlekuusa Ned: Ynpasnenue [1Koc-6.1;
KIOUEREIX JIOCTYTIOM U MOHUTOPHHT B I1Koc-6.2;
CETEBBIX Windows [TKoc-6.3;
ciyx6: DHCP, ITKoc-8.1;
DNS, [TKoc-8.2;
(haitnoBbie U MKoc-8.3
reyaTHbIC
CITyKOBI. [TKoc4.1; 2
[1Koc4.2;
[TKoc4.3;
ElpaKTI/I'-IeCKaH pabora Ne2.5: MKoc-6.1: YcerHblii onpoc,
OHHUTOPHUHT 3almra
HpOH.’.’.BOEHTeﬂbHOCTI/I OoC [1Koc-6.2; npaKTkaqecxoﬁ
Windows ITKoc-6.3; paboTbI
[TKoc-8.1;
[TKoc-8.2;
I1Koc-8.3
3. Paznea 3. Obecnieyenne 0TKa30yCTOHYHMBOCTH, 0€30I1ACHOCTH H MOHHTOPHHTIA
Tema 3.1. [TKoc4.1; 2
Crpareruu [TKoc4.2;
zgi;:;[ize;}é:: u | Jlekums Ne5: MuoroyposHeBast [TKoc-4.3;
BOCCTAHORJIEHH | CHCTEMa Oe30MacHOCTH [1Koc-6.1;
4. RAID- Windows: ayaut, KOHTPOIIb [TKoc-6.2;
MACCHBBI, YYETHBIX 3aIluceu, Opanamayasp [TKoc-6.3;
mianuposanue | M UCHTP Oe30macHoOCTH. IMKoc-8.1:
U BBITIOJTHCHUE [TKoc-8.2:
pe3epBHOTO MKoc-8.3
KOTIUPOBAHUSI. »

P [TpakTuueckas padora Ne3.1: [TKoc-4.1; | ¥erubiit onpoc, 2
Hagswuraiusi, uccieioBaHie U [1Koc4.2; satmra -
6aszosoe ynpapnenue daitnamu | [1Koc4.3; MPAKTHACCKOM

paboThI
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Ne
n/n

HaszBanue
pasnena, TeMbl

Noe y HazBaHMe JIeKIHiT/
Ja00paTOPHBIX/ MPAKTHYECKHX/
CeMHHAPCKHX 3aHSITHI

dDopMmupye
Mble
KOMIIeTeH 1
HH

Bun
KOHTPOJILHOTO
MepoNpHATHSA

Koa-
BO
Yaco

[TKoc-6.1;
I1Koc-6.2;
[TKoc-6.3;
[TKoc-8.1;
I1Koc-8.2;
[TKoc-8.3

[TpakTuueckas padbora Ne3.2:
[IpaBa nocrymna u BinaaeHue
¢aiinamu (chmod, chown)

I1Koc4.1;
[IKoc4.2;
I1Koc4.3;
[1Koc-6.1;
I1Koc-6.2;
[1Koc-6.3;
ITKoc-8.1;
ITKoc-8.2;
I1TKoc-8.3

VYcerHblii onpoc,
3amuTa
MPAKTUYECCKOM
paboThI

[TpakTnueckas padora Ne3.3:
MonTtupoBanue (haisioBbIX
CHCTEM M MOMCK (haiinoB

I1Koc4.1;
[IKoc4.2;
I1Koc4.3;
[1Koc-6.1;
ITKoc-6.2;
[1Koc-6.3;
ITKoc-8.1;
ITKoc-8.2;
ITKoc-8.3

YcerHblii onpoc,
3alMTa
MPAKTUYECKON
paboThI

[TpakTrueckas padora Ne3.4:
PesepBHOe KonupoBaHue,
apxuBaius u padbora ¢
KECTKMMHM CChUIKAMU

[IKoc4.1;
I1Koc4.2;
I1Koc4.3;
[1Koc-6.1;
I1TKoc-6.2;
[1Koc-6.3;
ITKoc-8.1;
ITKoc-8.2;
ITKoc-8.3

YcerHblii onpoc,
3alMTa
MPAKTUYECKON
paboThI

Tema 3.2.
OcHOBBI
0e30macHOCTH
OIepaImOHHbIX
CUCTEM.
Hacrpoiika
Opanamayapa,
ayJIuT H
MOHHMTOPHUHT
COOBITHH,

Jlekuusa Ne6: UHcTpymMeHTBI
ABTOMATH3AIUK U HAOTIOICHUST
3a cucTemoi B Linux: systemd,
Cron, YTHUJIMThl MOHUTOPHHTA U
cOOp CTAaTUCTHUKH.

[IKoc4.1;
I1Koc4.2;
[IKoc4.3;
ITKoc-6.1;
[1Koc-6.2;
[1Koc-6.3;
ITKoc-8.1;
ITKoc-8.2;
I1Koc-8.3
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Ne u Ha3BaHHe JeKIHiIi/ Dopmupye Bun RO
Ne Ha3zpanne MbIe BO
w/n e T Ja00paTOpPHLIX/ npaHaneflmxf O KOHTPOILHOIO | .
CeMHHAPCKHUX 3aHITHI unt MeponpHATHSE B
BBEJICHHE B [TKoc4.1; | Ycrubiii onpoc, 2
CUCTEMbI [TKoc-4.2; 3aiuTa
OGHapy}Kef_fﬂﬂ [lpakrnueckas pabora Ne3.5: | [TKoc4.3; npamgqecmi/l
BTOPKCHHH. CosnaHue u yrnpaBieHHe ) TTKoc-6.1; pabOThI
ciyx06aMu systemd, HACTpOIiKa | rrp- 62:
IUIAHUPOBILMKA 33/IlaHUI cron
M IIpaKTHYecKas paboTa ¢ ITKoc-6.3;
YTHJIMTAMH MOHUTOPUHTA. I1Koc-8.1;
ITKoc-8.2;
[1Koc-8.3
[TKoc4.1; | Ycrubiii onpoc, 2
TKoc4.2; ——
MKoc4.3: MPAKTHYECCKOM
’ paboTsl
[TpakTuueckas padora Ne3.6 I1Koc-6.1;
Harucanne u otnazaka bash- [TKoc-6.2;
CKPHIITOB [TKoc-6.3;
ITKoc-8.1;
ITKoc-8.2;
[1Koc-8.3
ITKoc4.1; 4
I1Koc4.2;
[1Koc4.3; )
[TpakTrueckas pabora Ne3.7: I1Koc-6.1; YerHeIi onpoc,
HacTtpoiika MOHUTOPHHIA U [1Koc-6.2; npafjrl::;?mﬁ
CETEBBIX UHTEP(EHCOB [MKoc-6.3; paboTLI
ITKoc-8.1;
ITKoc-8.2;
ITKoc-8.3
Tabmuma 5
l'[epeqeﬂb BOIIPOCOB 1Jisl CAMOCTOATC/IBHOI'0O U3YYCHHUHA JUCHHIINIHHBI

Ne Ha3zBaumue pasjiea, Ilepeyens paccMaTpuBaeMbIX BOIPOCOB /ISl CAMOCTOSITE/ILHOI0

n/n TeMBbI HU3y4eHHusl

Pasges 1. ApXHTEKTYpa, YCTAHOBKA M 0a30Basi HACTPOH KA ONEePANHOHHBIX CHCTEM

1. | Tema 1.1. Beaenue B | DBomouusi  apxurekryp sapa OC (MOHOJIMTHOE, MHKPOSIPO,
apXUTEKTYPY OC. | rubpunnoe). BrusiHMEe apXUTEKTypbl Ha MPOM3BOAUTEIBHOCTD,
Ynpanenue HAJISKHOCTh M 0e30macHOCTh cucTeMbl Ha npumepe Windows NT u
nponeccamu, namateio | Linux. (ITKoc-4.1; TIKoc-4.2; ITKoc-4.3; I1Koc-6.1; ITKoc-6.2;
7t taiinoeeiMu | [TKoc-6.3; [TKoc-8.1; ITKoc-8.2; [TKoc-8.3)

CUCTEMAaMH.

2. | Tema 1.2. | Monenu muuensupoBanusi Windows Server (CAL, sgpa) u
CpaBHUTEIIbHBIN OCHOBHbIE JUCTpUOYTUBBI Linux (kKoMmepyeckas mojIepKKa
aHaJIN3 miargopm. | RHEL/SUSE. cBoboanbie coobuiectBa Debian/CentOS  Stream).
VcranoBka u | (ITKoc-4.1; I1Koc-4.2; ITKoc-4.3; I1Koc-6.1; I1Koc-6.2; [TKoc-6.3;
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Ne

HazBanue pa3aenia,

Hepeqeﬂb paccMaTpHBa€MbIX BONIPOCOB AJIH CAMOCTOITECJIbHOTO

n/n TeMbl H3YYeHHSs
MEepBOHAYAJIbHAS [TKoc-8.1; I1Koc-8.2; [TKoc-8.3)
Hactpoiika Windows
Server u

quctpudyTuBa Linux.

Paznea 2. YnpaBiaenue nng

ACTPYKTYPOii M ceTeBbIMH CJIYK0aMHU

3. | Tema 2.1. | DBostouus ot Kiaccuueckon Active Directory k ruOpuaHOi Moaenu
YnpaBnenue Azure Active Directory u cepucy Azure AD Domain Services.
uneHtuduxammeir  u | (ITKoc-4.1; TTKoc-4.2; I1Koc-4.3; I1Koc-6.1; ITKoc-6.2; I1Koc-6.3;
nocrynoMm.  Cnyx6a | [TKoc-8.1; [TKoc-8.2; ITKoc-8.3)

KaTanoroB Active
Directory,
N0JIb30BaTEIIH,
IPYNIbl U TPYIIOBHIC
nonutuku (GPO).

4. | Tema 2.2. | [lpuHuunel oOECHEYEHUS] OTKA30YCTOMYMBOCTU ISl KPUTUYECKUX
Pa3eeprbiBanue u | cmyx0. Cxembl oTkasoycroiuuBoro kimacrepa DHCP  (pexum
aJIMUHHCTPUPOBAHUE | «aKTHBHBIA-aKTUBHBII» ¢  pasjgeineHueM  nyjoB) W DNS
KJIIOYEBBIX  CETEBBIX | (MEPBUUHBIA-BTOpUUHBINA cepBep, AD-integrated 3onb1). (I1Koc-4.1;
cnyx0: DHCP, DNS, | [1Koc-4.2; [1Koc-4.3; [TKoc-6.1; [TKoc-6.2; [1Koc-6.3; T1Koc-8.1;
(aiinoBbie u | I[TKoc-8.2; [TKoc-8.3)

I[NeYaTHLIC Cﬂy}KﬁbI.

Paznen 3. Obecnieuenne 0TK330yCTOﬁ‘lHBOCTH, 0e30MacHOCTH 1 MOHHTOpPHHI'A

5. | Tema 3.1. Crpaterun | CoBpeMEHHbIE POrPAMMHO-OMPEIC/ISIEMbIE TEXHOJIOTHH XPAHCHUS:
obecrniedeHus JuckoBbie mnpocTpaHcTBa (Storage Spaces) u Ilpsamoil jgoctyn
JIOCTYITHOCTH u | (Storage Spaces Direct) B Windows Server, a Takoxke LVM (Logical
BOCCTAHOBJICHUS. Volume Manager) u ero pacmmpeHHbie (yHKUIUM (TOHKOE
RAID-maccuBsl, BbliesieHue, cHanmoTel) B Linux. (ITKoc-4.1; [1Koc-4.2; [1Koc-4.3;
[UTAHUPOBAHHE u | ITKoc-6.1; ITKoc-6.2; ITIKoc-6.3; ITKoc-8.1; ITKoc-8.2; [1Koc-8.3)
BBITIOJIHEHHE
pe3epBHOIO
KOTIMPOBAHUSI.

6. | Tema 3.2. OcnoBbl | Bpanamaysp Windows ¢ pacmmperHoi 6e3onacHocteio (WFAS) Ha
Oe3onacHoCTH OCHOBE TPaBWJI JUIS BXOASLIMX/UCXOAALIMX TOJKIYCHUH U
ONepanuOHHbIX 0e30MacHOCTH MOAKIIOUEHMS. YTpaBisieMbl Opanamay’psl Linux.
cucremM.  Hactpoiika | (ITKoc-4.1; [1Koc-4.2; T1Koc-4.3; [1Koc-6.1; [TKoc-6.2; T1Koc-6.3;
Opanamayspa, ayaut u | [1Koc-8.1; [TKoc-8.2; [TKoc-8.3)

MOHHUTOPHUHT

COOLITHH, BBEICHHE B
CHCTEMbI
oOHapyXeHHS
BTOPKEHHMI.

5. O0pa3oBaTe/ibHbIE TEXHOJIOTHHI

Tabnuua 6

I[IpuMeHeHHEe AKTHBHBIX H HHTEPAKTHUBHBIX 00pa30BaTeILHbIX TEXHOJI0T Uil

No
n/n

Tema u popma 3ansATHS

HanmeHOBaHMe HCIMOJIb3YEMbIX
AKTHBHBIX H HHTEPAKTHBHbIX 00pa30BaTeIbHbIX
TEXHOJIOTHI

l.

Jlekiusa Nel: ApxuTtekTypHbie
OCHOBBI OTIEPALIMOHHBIX

Jlekuus ¢ ameMmeHTaMHu JUCKYCCHH, HCITONTb30BAHHUC
HHTepaKTHBHOﬁ JOCKH
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HaunmeHoBaHHe HCIIOJIb3YEMbIX

ﬁfﬂ Tema u gpopma 3ansTHA AKTHBHBIX H HHTEPAKTHBHBIX o0pa3oBaTeIbHBIX
TeXHOJIOIHii
CHUCTEM: MPOLIECChI, MAMSTh U
(haitioBble CHCTEMbI KaK
dbysmameHT
AJIMUHHCTPUPOBAHUSL.

2. | IlpakTuyeckas pabora Nel.l: [13 | UudopmanimoHHbIe 1 KOMMYHUKAITUOHHBIE
Habnronenue 3a npoieccamu, TEXHOJIOTMH, pab0oTa CTYJICHTOB C YJIEKTPOHHBIMHU
YIPaBICHUEM MAMSTHIO H pecypcamu
aHaM30M (HaiyIOBBIX CUCTEM B
Windows u Linux.

3. Jlexiusa No2: Beibop JI Jlekuus ¢ a3neMeHTaMu IUCKYCCHH, UCTIOJIb30BAHUE
n1aropMbl UIst MHTEPAKTUBHOMN JI0CKH
KOpIIOpaTUBHOM
UHPPACTPYKTYPHI:

CpPaBHUTE/IbHbBINA AHAJIU3,
apXUTEKTYpPHbIE 0COOEHHOCTH
U CTpaTeruy BHEAPEHUS
Windows Server u Linux.

4. | Ilpaktuyeckas pabora Nel.2: [13 | Pa30op KOHKPETHBIX CUTYyalUid, UCTIOJIb30BAHUE
YcranoBka 1 6a3oBasi OCT- CHeIHMaJIN3UPOBAHHbBIX IPOrPAMMHBIX CPEJICTB
YCTaHOBOYHAs HACTPOIKa MOHMTOPUHIA U TUArHOCTHKY OIEPaIlMOHHBIX
Windows Server u Linux (Ha CHUCTEM
npumepe CentOS/Ubuntu) B
BUPTYaJIbHOMU CpeJie.

5. | Jlekuus Ne3: BHyTpeHHsAs JI | JIekumst ¢ 3lIeMEHTaMH JIMCKYCCHH, HCIIOJIb30BaHUE
apxutekrypa Windows: siapo, UHTEPAKTUBHOM JIOCKHU
PEKUMBI pabOThI, MO/ICUCTEMBI
U AUCTIeTYepU3alUs
NIPOLIECCOB.

6. | IlpakTuyeckas pabora Ne2.1: [13 | Pa30op KOHKpPETHBIX CUTyalUid
AHaIM3 CUCTEMHBIX
NPOIIECCOB, CIYXKO U
WCII0JIb30BaHUE AMCIIeTYepa
3a/1a4 U MOHUTOPA PECYPCOB
Windows 11 IHarHOCTHKH.

7. | Ilpaktnyeckas padora Ne2.2 [13 | Pa30op KOHKpPETHBIX CUTYyaluii: paspaboTka CKpUNnTa
HcenenoBanue poauTenbCKo- JUISl aBTOMATH3alMU KOHKPETHON
JIOYEPHUX CBA3EH MPOIECCOB U aIMUHUCTPATUBHOM 3a/1a4u.

UX IPUOPUTETOB

8. | IlpakTnyeckas padora Ne2.3 [13 | JIekuust ¢ 3/IeMEHTaMH JAMCKYCCHH, HCIIOJIb30BaHUE
PaGora ¢ yrunauroit "MoHHTOD MHTEPAKTUBHOM JIOCKH
pecypcoB" aiist yriyOJeHHOM
JAUArHOCTHKHU

9. | IlpakTHueckas padora Ne2.4: I13 | CuryanmoHHO-pojIeBast Urpa: MOJACIMPOBaAHUE
Cuenapuit PowerShell s paboThI CITYKOBI TOICPIKKH, T CTYACHTHI
cOopa u aHanu3a JIaHHBIX O AHAIIM3UPYIOT JaHHbIE MOHUTOPHHIA U TPEAJIAral0T
nporeccax pelleHus 110 ONITUMU3ALIMH.

10. | Jlexkuust Ned: Ynpasnenue JI | JIekumst ¢ 3lIeMEHTaMH JMCKYCCHH, HCIIOJIb30BaHUE
J0CTYTIOM U MOHUTOPUHT B MHTEPAKTUBHOMN JI0CKH
Windows

11. | Ilpaktuueckas paborta Ne2.5: [13 | BupryanbHblii 17a00paTOPHbINA MPAKTUKYM.
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n/n

Tema u popma 3ansATHS

HanmeHOBaHMe HCIMOJIb3YEMbIX
AKTHBHBIX H HHTEPAKTHBHBIX 00pa3oBaTeIbHbBIX
TeXHOJIOIHH

MouuTOpUHT
npousBoauTensHocTH OC
Windows

Hcronb30BaHUE CUCTEMBI YIIPABJICHUS
BUPTYaJIbHBIMU MalIMHAMU JUTSl OTPAOOTKH HAaBBIKOB
passepreiBanus OC.

12.

Jlexkuus NeS: MHoroypoBHeBas
cucrema 0e301macHOCTH
Windows: ayiut, KOHTPOJIb
YUYETHBIX 3arucei,
OpanaMaydsp U UEHTP
0e30nacHOCTH.

Jlexums ¢ 31IeMEeHTaMM INCKYCCHM, HCTIOIb30BAHHE
UHTEPAKTUBHOM JIOCKHU

13.

[IpakTuueckas pabora Ne3.1:
HaBuranus, uccieaoBaiue u
Oa3oBoe ynpasieHue daiiamMu

I13

Pa30op KOHKPETHBIX CUTYALIM

14.

[IpaxkTuueckas pabora Ne3.2:
[IpaBa nocryna u BrajgeHue
tdhaiinmamu (chmod, chown)

I13

Pa30op KOHKPETHBIX CUTYALIM

15.

[TpakTryeckas padora Ne3.3:
MouTtupoBanue (haitioBbix
CHUCTEM U TTOUCK (haiioB

I13

Paz0op KOHKPETHBIX CUTYaIIHii

16.

[TpakTryeckas padorta Ne3.4:
Pe3epBHoe konupoBaHue,
apxuBaius u padora c
KECTKUMU CChUIKAMHU

I13

Paz0op KOHKPETHBIX CUTYAIIHii: aHaJIU3 peaabHOro
CUEHApHA CUCTEMHOTO aIMUHUCTPUPOBAHUS 1
co3nanue bash-ckpunra 11 ero aBToMaTu3aium.

17.

Jlexkums Ne6: MHCTpYMEHTBI
aBTOMAaTH3allUU U
HaOIIOIEHUS 32 CUCTEMOH B
Linux: systemd, cron,
YTHIUTBI MOHUTOPUHTA U cOOp
CTATHCTHKH.

JIekums ¢ 371eMeHTaMHu JAUCKYCCHH, HCITOJIb30BaHHE
HHTepaKTHBHOﬁ JOCKH

18.

[IpaxkTuueckas pabora Ne3.5:
Co3anue v ynpapjicHUe
cimyx0amu systemd,
HACTpOHKa IUIaHUPOBIIHUKA
3aJlaHUI CTrON ¥ NPAKTUYECKast
paboTa ¢ yTuIMTaMu
MOHHUTOPHHTA.

I13

Pa30op KOHKPETHBIX CUTYALIM

19.

[TpakTuyeckas padora Ne3.6
Hamnwucanue u ornanka bash-
CKPUIITOB

I13

Paz0op KOHKPETHBIX CUTYyaIIHii

20.

[IpaxkTuueckas pabora Ne3.7:
Hactpoiika MoHUTOpHHTA U
ceTeBbIX UHTEPHENCOB

I13

Pa30op KOHKPETHBIX CUTYALIM

6. Texyuuii KOHTPOJIb YCIIEBAEMOCTH H MPOMEXKYTOUYHAS ATTECTAIUSA 110

HTOraM OCBOCHHUS JUCHHIIJIMHBI

6.1. TunoBsbIe KOHTPOJBbHBLIC 3alaHHH HJIH HHBIC MaTCPpHaJbI, HeoOXoauMBbIe

JJIS OLleHKH 3HAHUI, YMEHHI U HABBIKOB H (HJIM) ONbITA 1€ TEJIbHOCTH
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Bonpocel 17151 ycTHOro onpoca

1. OObsicHUTE pa3HUIy MEXKIy TpoleccaMu W ToTokamu (threads) B
onepanroHHoi cucteme. Kakoi oOmui pecypc oHM pas3iessitoT, a Kakoi — HeT?

2. Yro Takoe BUpTyalibHas NaMsATh M KaKyl0 KIIOYEBYIO MpobiemMy OHa
pemaet? ONMUITUTE KPATKO MEXAHU3M CTPAHUYHON OPraHU3aIINN.

3. Ha3oBure OCHOBHBIC OTJIIMYHUS B apXUTEKTYpPE sJpa MEKIY CEMEHCTBOM
Windows NT u Linux. K kakomy Tumy (MOHOJIWTHOE, MHUKPOSAPO) OTHOCHUTCS
Kaxjaoe?

4, B dYeM mpuHIHUNHAIBHAS Pa3HUIA MEKIY KOMAHIHBIMH O0O0JOYKAMH
cmd.exe, PowerShell B Windows wu bash B Linux ¢ TOYkM 3peHus
aIMAUHUACTPUPOBAHUS?

5. Kakue xkputepun Bbl Oyjere YYUThIBaTh Mpu BbIOOpe mMexay Windows
Server u quctpudyTuBOM Linux 1715 pa3BepThIBaHUS KOPIIOPATUBHOTO BEO-cepBepa’

6. OObsicHUTE Ha3HAaYCHUE M T[PUBEAUTE MPUMEPbl HCIOJIb30BAHUS
cumBoandeckux (symlink) u sxectkux (hardlink) cceutox B Linux. [louemy Henmb3s
CO3/1aTh )KECTKYIO CCBIIKY Ha KaTajor Win Ha ¢ain B apyroi danaoBoi cucreme?

7.  Onummre KpaTKO TMpPOLECC YCTAHOBKU CBSI3U «KIHMEHT-CEPBEP» IO
npotokosy DHCP (atamet DORA).

8. 3auem DNS-cepBepy, mHTerpupoBaHHOMYy B JoMeH Active Directory
(AD-integrated zone), ayxHbI SRV -3ammucu? [Ipusenure mpumep.

9. KakoBa  OCHOBHas  1eJb  HCHOJb30BAaHUS  OpraHU3aLMOHHBIX
noapaznenenuit (Organizational Units, OU) B Active Directory B oTiauuue OT
npocThix rpynmn (Groups)?

10. OOBsICHHTE TOPAIOK MPUMEHEHHUS HECKOJBKHX TPYNIOBBIX TMOJUTHK
(GPO), cBazannbix ¢ ogauM o0bekToM OU. UTo Takoe HaciegoBaHue, OJIOKUpPOBKA
HaclIeI0BaHUs U IpuHyauTeasHOe pumenenue (Enforce)?

11. Tlonwp3oBarenp xKaayercs, YTO HE MOXKET YIaIUTh (ailil B CETeBOM marnke,
xoTss mmeet monHbie mpasa (Full Control) ma ypoae NTFS. B uem moxeT ObITH
npuyuHa?

12. Jlns gero ucnonb3yercs texnonorus DES (Distributed File System) u B
yeMm pazuaumna mexxay DFS Namespace u DFS Replication?

13. Onummre MOAeNb pasrpaHudeHust goctyna K (ainam B Linux (rmpasa
rwx 11 u/g/o). Kak ¢ momompio chmod ycTaHoBHTEH TpaBa «BIIajenel] — BCE,
rpynmna — YTEHUE M BBINOJHEHHE, OCTaJIbHbIe — HET JOCTYNa» B CUMBOJIBHON H
BOCBMEPUYHOW HOTAIIUU?

14. Yto Takoe Opanumaysp ypoBHs xocta (Host-based Firewall)? Yem
npaBuna g Bxomsamux (Inbound) w wucxomsmux (Outbound) noakmrodYeHUM
OTJIMYAKOTCA 1O CBOEH Puinocodpun HacTPOMKu?

15. B uyem 3akmrouaercss NMPUHITANT HauMeHBINUX TpuBwmierui (Principle of
Least Privilege) u kak oH peaiu3yercs NpU CO3JAaHUU YUYETHBIX 3amuceil ciryxo
(Service Accounts)?

16. Yto Taxoe xypHaybl coObiTHil (Event Logs) u Ha Kakue TpU OCHOBHBIC
kareropuu onu jaenstcs B Windows? Kakoi yruiauToi B Linux MOXHO IpOCMOTpPETh
CUCTEMHBIE JIOTH 3a MOCJICTHUI yac?
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17. 3auyem Hy)eH ayauT OezomacHocTH (Auditing) M 4TO Takoe NOJMUTHUKH
aynuta (Audit Policies) 8 Windows? IlpuBeaute nmpumep cCOOBITHS, KOTOPOE MOYKHO
OTCJIC/IUTD.

18. OObscHuTe paszHuny mexay ypoBHsMu RAID 1 (3epkanupoBanue) u
RAID 5 (uepemoBanme ¢  KOHTPOJEM  YETHOCTH) C  TOYKH  3PCHHS
OTKa30yCTOMYMUBOCTH, MPOUZBOAUTEIBHOCTH M 3((HEKTUBHOCTU HCIIOJIB30BAHUS
JAMCKOBOTO MTPOCTPAHCTBA.

19. B 4yem xmoueBoe ommmune nonHo (Full), wuHKpeMeHTanbHOM
(Incremental) u nuddepenumnansuoii (Differential) pesepsroit kormun? Kaxoit tum
co3/1aeT OOJIBIIYIO HArpy3Ky MPU BOCCTAHOBJICHUH?

20. Yro takoe xoHTposiep aomeHa (Domain Controller) u mouemy B cetm
NPEANPUITHS UX BCEra JIOJDKHO ObITh KAK MUHMMYM J1Ba?

21. Kakymo poib B KOHTEKCTE BOCCTAHOBIICHUS MOCIE COOSl UTPAIOT TEHEBOE
konupoBanue Toma (Volume Shadow Copy Service — VSS) B Windows u
caanmiotel LVM (Logical Volume Manager snapshots) B Linux?

22. KakoBbl OCHOBHBIC I€JIM CHCTEMHOIo MoHuUTOpuHra? Kakue TpH
KIIIOYCBBIC METPUKM (IOKa3aTesisi) Bbl OyJere OTClekKHBaTh Ha JIOOOM cepBepe B
MEPBYIO o4epeb?

23. Jling dero ucnosb3yeTcs IUIAaHMPOBILMK 3ananuii? Hazoeute ero anaior
B Windows (Task Scheduler) u B Linux (cron/systemd timers).

24. Yto Takoe PowerShell u mouemy oH cran crangapToM Jjie-(hakTo s
aBTOMaTH3anuM B cpeae Windows, 3aMeHUB CKPUIITHI .bat?

25. OOwscuute, 4To Takoe ciayxObl (Services) u gemonsl (Daemons). Kak B
Linux ympaBnate cimyx060#t sshd ¢ momompio systemctl (3amycTuTh, OCTAaHOBUTH,
100aBUTh B aBTO3arpy3Ky)?

26. [lonb3oBaTenb HE MOKET BOWTH B JIOMEH CO CBOETO KOMIIBIOTEpA.
Onumure KpaTKUid aJIropuT™M BallMX MEPBOHAYAIbHBIX ACHCTBHUI MO JMAarHOCTHUKE
9TOM MPOOIEMBI (C YeTr0 HAYHETE MPOBEPKY?).

27. CepBep Hauaj pe3ko 3ameiATh padboty. Kakue maru Bel npeanpumere,
YTOOBI ONPEACIUTD Ky3KOE MECTO» (MPOLIECCOP, MaMSTh, IUCK, CETh)?

28. IlpeactaBpTe, 4YTO BaM HeoOX0aAWMO pa3BepHyTh S50 OTWHAKOBBIX
BupTyasibHbiX MammH ¢ OC. Kakod TexHOJIOrMed aBTOMATH3allMH YCTAHOBKH BbI
Bocmosb3yereck aua Windows u amst Linux, 9To0bl M30€KaTh PyYHON HACTPOUKH
Kaxx101?

29. Bawm mopyuunaud HaCTPOUTH OE30IMACHBIN AOCTYN K (haillIoBOMY CEpBEpY
s Tpex otnesoB: byxranrepus (Tonbko uTeHue cBoux Qaiinon), OTaen Kaapos
(uTeHue/3amuch CBOMX), PyKoBOACTBO (TOMHBIM AOCTYH KO Bcemy). Omnwummre
MPUHIMII IOCTPOCHUS CTPYKTYPhI OOIKX MAanoK U HazHadyeHus paspeieHuid NTFS.

30. Bbl oOHapyXuIM B JIOTAX MHOXECTBO HEYJIAYHBIX IOMBITOK BXOJa B
cuctemy ¢ pasnbix [P-agpecoB Ha Bam cepBep. UTO 3TO MOKET O3HAa4aThb U KaKHe
HEMEIJICHHBIC U JIOJITOCPOYHBIC MEPBI 3alIUTHI BB MIPEATIPUMETE?

IIpumeps! 3a1aHuil I MPAKTHYECKHX padoT

[Tpaktuueckas pabora Nel.l: B manHOM mpakTudeckoi paboTre HEO0OXOIUMO
BBINOJHUTh CPABHUTEIBHBIA aHaAJM3 HMHCTPYMEHTOB MOHUTOpuHra B Windows u
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Linux, mis yero tpebyercsi: 1) uccienoBaTh COCTOSHME IPOLIECCOB C MOMOIIBIO
rpadpudeckuX U KOHCOJNBbHBIX yTUnUT (/ucmerdep 3amau, PowerShell 8 Windows;
top, ps B Linux), oOpaniasi BHUMaHue Ha MOTpeOJIEHUE PECYPCOB M HEPaApPXHIO; 2)
MIPOAHAIIM3UPOBATH UCIIOIB30BAHUE MMAMSTH YEpEe3 CUCTEMHbIC MOHUTOPBI U KOMaH/IbI
(Monutop pecypcoB, Performance Monitor B Windows; free, vmstat B Linux),
BBIJICJIMB KJIFOYEBBIC I10Ka3aTeau; 3) M3Y4YuTh (hailloBble CHCTEMBbI M JMCKOBOE
MIPOCTPAHCTBO C MOMOIIBI) HHCTPYMEHTOB YIPABIEHUS AUCKAMH U TEPMHHAIBHBIX
koMana (Ynpasinenue auckamu, fsutil B Windows; Isblk, df, du B Linux); 4) Ha
OCHOBE TOJYYCHHBIX JaHHBIX COCTABUTH CPABHUTEIBHYI TaOJUIy MOAXO/JOB H
caenatb BbIBOA 00 3(p(EKTUBHOCTH BCTPOEHHBIX cpeiacTB Kaxaon OC s
OTIEPATUBHOW JUATHOCTUKH.

[Tpaktnueckass pabora Nel.2: B paHHOW mnpakTHYecKod paboTe HEOOXOAUMO
BBITIOJTHUTH TIOJHBIM UK Pa3BEPTHIBAHUS CEPBEPHBIX OIMEPANMOHHBIX CHCTEM B
BUPTYaJbHOM Ccpejie, BKIYAKOUIUI: CO3JaHue U HACTPOMKY BUPTYaJIbHON MalllMHBI B
VMware/Hyper-V; momaropyto ycranoBky Windows Server ¢ pa3MeTKod IHCKa,
HAaCTPOMKOM CeTH W BBINOJHEHUEM O0a30BbIX IOCT-YCTAHOBOYHBIX JCHCTBHIA
(axktuBanuss RDP, cratuueckuit I[P, OOHOBICHHS); aHAJIOTUYHYI) YCTAHOBKY
BeiOpanHoro nuctpudOytuBa Linux (CentOS/Ubuntu) ¢ xondurypamnueit pasnaenos
LVM, cetm M DakeTHOro MEHE/Kepa; TMOCISAYIOIIee CpPaBHEHUE IPOLIECCOB
YCTaHOBKHM, HAYaJbHOW HACTPOWKH M WHCTPYMEHTApus NBYX IIaTGOpM, a TakKe
JOKYMEHTUPOBAaHUE BCEX ATAmnoB st (GOpMUPOBAHUS BBIBOJOB 00 OCOOCHHOCTSIX M
TUTIOBBIX 33/1avaX MOCT-YCTAHOBOYHOU MOJATOTOBKH CEPBEPOB.

ITpaktnueckas pabora Ne2.l1: B pamkax jgaHHON paboThl TpeOyeTcs NMpPOBECTH
KOMIUICKCHBI ~ aHAJIM3 COCTOSHUS cHCTeMbl Windows ¢ HCIOIB30BaHHEM
BCTPOCHHBIX MHCTPYMEHTOB: HcciieqoBath BkiIaaku «IIpouecce» u «CiyxObl» B
Jlucnetdyepe 3amad [jIsl BBISBICHUS PECYPCOSMKHUX TPUIOKECHUNM U 3aBHCHUMOCTEH
npoueccoB ‘svchost.exe'; neTallbHO U3YYHTh aKTUBHOCTbH CUCTEMbI yepe3 MOHHTOD
pecypcos, aHanuzupys norpediaenue LI, mamsates (pabounit Habop, cOou cTpaHuir),
JUCKOBYKO M CETEBYIO aKTHBHOCTb JUIA KaXXJOro IpoIecca; BBIOJHHUTH
MPAKTUYCCKUE OINEpalUy 0 YIPaBICHUIO — 3aBEPIICHUIO MPOLIECCOB, U3MEHEHUIO
WX TIPUOPUTETA U TTOUCKY CBSI3AHHBIX JIECKPUTITOPOB (halIOB; HA OCHOBE COOpPAHHBIX
JAaHHBIX C(HOPMYJIMPOBATh NPHU3HAKKA MOTECHUHUAIBHBIX NpoOsieM (yTeuka NaMsiTH,
BBICOKAsl 3arpy3Ka JUCKa) U COCTABUTh KPATKUI aJTOPUTM MEPBUYHOU JUATHOCTUKH
HEHUCIIPaBHOCTH CEepBeEpa.

[IpakTuueckas padora Ne2.2: B manHoit paboTte HEOOXOAMMO HCCIEI0BATH
UEPapXHUYECKYI0 CTPYKTYpy mnpoueccoB Windows, st vero tpeOyercs: 1) ¢
nomotbio PowerShell ("Get-WmiObject Win32 Process’) unu aucmerdepa 3aaad
BBISIBUTH  LIEMIOYKH  POJIUTEIBCKO-AOYECPHUX  CBSA3CH, OMNpPE/ACIMB  KIIOUYEBbIC
CHCTEMHBIC TIPOIECCHI-POAUTENN (HANIPUMEpP, services.exe', wininit.exe'); 2)
U3MEHUTh TPHOPHUTET BbIOpaHHOro mpouecca (Hampumep, High' wim “Below
Normal') u mpoaHanu3upoBaTh BIMSHHE Ha pacupenenenne Bpemenu [II1; 3)
MOJIyYUTh JCTAlbHYI0 WH(POpMALUIO O TMporecce (Bpemsi 3amycka, NyTh K
ucnojHsieMoMy (aiisy, KOMaHJHasi CTPOKa) W CONOCTaBUTh €€ C JaHHBIMU U3
Monutopa pecypcoB; 4) Ha OCHOBE TMOJYYCHHBIX JaHHBIX CIIEJaTh BBIBOJBI O
CTaOMIIBHOCTH CHCTEMBI, HAJIMYUU «3aBUCLIMX» IMPOLIECCOB U 0OOCHOBATH THIIOBBIC
CIIEHAPUHU U3MEHEHHUS TIPUOPHUTETOB B 3 IMUHUCTPUPOBAHUH.
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ITpaktnueckass pabora Ne2.3: B jganHoil pabore HE0OXOJMMO OCBOMTH
yriyOnéHayro auarHoctuky Windows ¢ momompio MoauTOpa pecypcoB: 1)
AeranbHO npoaHanusuposarh BKIaaku «IlID», «llamsare», «luck» n «Cetb» s
BBISIBJICHHSI IIPOLIECCOB € MaKCHMaJIbHOM HArpy3kol Ha Kaxablii pecypc; 2)
UCCIIeIOBATh B3aUMOCBSI3M — HATIPUMEDP, HAWTH JCCKPUTITOPBI M MOJYJIH, CBSI3aHHBIC
C pecypcoéMKHUM IpOLIECCOM, WIM WACHTH(PHUIMPOBATH CETEBOEC COCJIMHEHUE,
COOTBETCTBYIOIIEE BBICOKOH JTUCKOBOH aKTUBHOCTH; 3) MPUMEHHUTH (DUIBTPAIUIO IS
OTCIICKMBAHUS AKTUBHOCTH KOHKpETHOro (aitna uiam nopra; 4) Ha OCHOBE
MOJYYCHHBIX JaHHBIX CHOPMHUPOBATH 3AKIIOUYCHHE O «Y3KHX MECTax» CHCTEMBI
(HampuMep, nocTossHHbIEe cOou cTpanmil, 100% 3arpy3ka AucKa OAHUM IPOLIECCOM) U
COCTAaBHUTh TIEPEUCHb METPUK MOHHMTOpA PECYpPCOB, KPUTHUHBIX IS OTICPATHBHOTO
BBISIBIICHUSI IPOOJIEM C MPOM3BOAUTEIBHOCTBIO UITH 0€3011aCHOCTHIO.

[TpakTuueckas padora Ne2.4: B xoxe maHHOUW pabOTH HEOOXOAUMO pa3padoTaTh
1 BBINOJHUTH cKpunT PowerShell, koTopslii aBTOMaTH3UpyET cOOp U aHAIM3 JaHHBIX
o mporeccax: 1) BeiBecTH B OT(HOPMATHPOBAHHOM BHJIEC TOM-5 TMPOIECCOB IO
NOTPEOJICHUIO OMNEpPaTMBHONW MaMSITH M TOJIHBI CIUMCOK BCEX IPOILIECCOB C
coxpanenueM B dain (Bkaouas ums, ID, 3arpysky LIl um nyts Kk ucnonHseMmomy
daiiny); 2) peanu3oBaTh JIOTUKY CPAaBHEHHUsS COCTOSHHS MPOIIECCOB B JIBA MOMECHTA
BPEMEHU C BBIBOJIOM CIHMCKOB 3aBEPIIEHHBIX M BHOBb CO3JAaHHBIX IPOLIECCOB 3a
yKa3aHHBIM HMHTEPBAT, 3) JOMOJHUTEIHHO (OMIIMOHATLHO) J00aBUTH (DYHKIIHIO
MOHUTOPUHIA M OINOBCLICHHUS O JUIMTEIBbHOW BbICOKOW 3arpyske LI mro0bim
nporieccom (Hampumep, >70% B TedueHue S cexkyHna); 4) NOpoaHATU3UPOBATH
pe3yJbTaThl BBINIOJHEHHSI CKPHIITA, CAENATh BBIBOJbI O €ro NPUMEHECHUU JUIs
aBTOMATU3AlUA PYTUHHOTO MOHUTOPUHTA W TPEAJIOKUTH BAPHAHTHI PACHIUPCHUS
(GYHKIMOHAIBHOCTH (Harpumep, 100aBlIeHUE OTIPaBKU NpeynpexaeHui no email).

[Ipaktuueckas pabora Ne2.5: B manHoil paboTe HEOOXOAWMO TMPOBECTH
KOMIUICKCHBIH MOHUTOPUHI TMpPOU3BOAUTENbHOCTH Windows, mociieoBaTebHO
UCIOJIB3YSl BCTPOCHHBIC WHCTPYMEHTHI: MPOAHATU3UPOBATh PEANbHYIO HArpy3Ky Ha
LI, mamsaTh, AMCK U ceTh 4epe3 Bkiaaku «lIpousBoaurenbHocTh» B Jlucneryepe
3aJ1a4; BBINOJIHUTH YIIyOJEHHYIO JIMAarHOCTUKY C NMOMOLIbI0O MOHHMTOpa pecypcos,
JACTATBLHO U3YYHB aKTHBHOCTBH MPOIECCOB, COOU CTPAHUI, OUYepe/ib TUCKA U CETEBBIC
COCJIMHEHMS; CO3J1aTh M 3amyCTUTh HaOop cOopmmka naHHbIX B CHCTEMHOM
MoHuTOpe (perfmon) s 3amucu KiIrO4YeBBIX cueTdyukoB (% Processor Time',
"Available MBytes', "Avg. Disk Queue Length") nojx Harpy3koii; Ha OCHOBe aHaJIM3a
COOpaHHBIX JIAHHBIX OMNPEICIUTh «y3KOE MECTO» CHCTEMbI, HHTCPIPETUPOBATH
KPUTHYECKHE 3HAYEHUsT METPUK M CHOPMYJIMPOBATH MPAKTUYECKUE PEKOMEHIAIH
0 HaOOpy MUHUMAILHO HEOOXOIUMBIX CUETYUKOB /IS TOCTOSTHHOTO HAOIIOICHHUS 32
3JI0POBBEM CepBepa.

[TpakTuueckas padora Ne3.1: B manHoi paboTe HEOOXOAMMO OCBOUTH 0a30BBIC
HaBBIKM PabOThl B KOMaHJHON cTpoke Linux, BBINOJHMB cleayromue maru: 1)
U3YYHTh CTPYKTYpPY (GailIoBOI CHCTEMBI, HABUTAIIMIO MEKIY KaTaJoraMu (KOMAaHIbI
‘pwd’, ‘cd’, 'Is’ ¢ kimrowamu “-1°, “-a’, "-R’) u nmpocmoTp coaepxkumoro daitios (“cat’,
‘less’); 2) co3aaTh MpaKTUYECKYIO HepapXHio Kataioros u ¢aiios (‘mkdir’, ‘touch’),
a TaK)Ke BHITIOJTHUTH OCHOBHBIC OTICpPAIIMH YIIPABJICHUS: KOTUPOBAHKE, TIEPEMEIIICHHE,
neperMMeHoBaHue M yjanenue (‘cp’, mv', ‘rm’); 3) uccienoBarb MHPOpPMALHIO O
3aHATOM JHUCKOBOM mpoctpanctBe (‘df, 'du’) m ocBouth paboTy CO CCBUIKaAMH,
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CO3JaB KaK JKECTKYH, TaK M CHUMBOJMYECKYIO CCBUIKY, M MpPOaHAJIM3UPOBAB MX
paznmuums depe3 KoMaHay s -li'; 4) 3akpenuTh pe3yJabTaT COCTABICHHEM KPATKOTO
oTyéTa C MpUMEpamMu KOMaHJ M BBIBOJJOM O CTPYKTYpE€ OCHOBHBIX KaTallOrOB
KOpHeBO# (ainoBoii cuctemsl (/7).

[Ipaktuueckas pabora Ne3.2: B pamkax manHON paboOTBl HEOOXOIUMO
UCCIIeI0BaTh M TNPUMEHUTh MEXaHW3Mbl pasrpaHuueHus gocryna B Linux: 1)
MIPOAHAM3UPOBATH TEKYIIME MPaBa JIOCTyNa (r'wx) U BIajenbia (HaiaoB/KaTaaoroB ¢
MOMOUIbK KOMaH/Abl 'Is -1, MOHATH CTPYKTYpy 3allMCU TpaB sl IOJIb30BATEIs,
TPYNIBl M OCTANBHBIX; 2) MPAaKTHYECKW M3MEHUTH TpaBa JOCTYNa, MCTIOIB3Ys Kak
CUMBOJIBHYIO ( U+TWX,2-W,0-TWX' ), TaK M BOocbMepuuHyro (7557, '640") HoTaumio
koMaHbl chmod’, u mpoBepuTh BIMSHUE W3MEHEHHI HAa BO3MOYKHOCTH YTCHWS,
3allUCH M BBIMOJHEHUS; 3) M3yuyuTh KOoMaHay chown' s cMeHbl Biajenbla |
rpynmsl (aiisa, co3aB TECTOBOTO TOJB30BATENS U MEpPElaB eMy TMpaBa Ha OOBEKT,
MoCJIe  4Yero MNpPOBEPUTh  BO3MOKHOCTH  JIOCTyna; 4) CMOJCIMPOBaTH H
MIPOAHAN3UPOBATH TUITUYHBIC MPOOJIEMHBIE CUTYaluu (HAIPUMED, OTCYTCTBHE MPaBa
Ha BBIMOJIHEHHUE KaTajora WM 3anuch B (aill) U COCTaBUTh KPATKYIO IIMAprajiky c
OCHOBHBIMM KOMAaHJIaMH M THIOBBIMU 3HAYCHHSIMH TPaB JUIsl CUCTEMHBIX (paiios,
CKPUIITOB U OOIIUX KAaTaJIOTOB.

ITpaktnueckas pabora Ne3.3: B nanHoit pabore TpeOyeTcss OCBOMTH KIHOYEBBIC
omepanuu ymnpaBieHus (ailIoBBIMH CUCTEMaMH W TOWCKa MaHHbIX B Linux: 1)
MCCNE/I0BATH MOAKIOYEHHBIC YCTPOWCTBA U CMOHTHUPOBAHHBIC Pa3/ieibl C TOMOILIBIO
komas Isblk’, 'df -hT" u 'mount’; 2) co3aaTh ¢aiyioByro cucteMy (Hampumep, ext4)
Ha BHUpTyaJIbHOM ycTpoicTBe ((aityie-oOpaze) ¢ mnomombro mkfs’, BpydHyIO
CMOHTHPOBATh €€ B KaTajor /mnt/" W BBIMOJHUTHL 0a30BbIC omepanuu C daitnamMu
BHYTPH, IIOCJIE YEro pa3MOHTUPOBATH; 3) 100aBUTh 3amUCh ISl aBTOMAaTUYECKOIO
MOHTHPOBAaHHS TpH 3arpy3ke B ¢ain ‘/etc/fstab’, mpoBepuB KOPPEKTHOCTH
cuHTakcuca; 4) orpaboTaTh MOMUCK (aillIoB MO pa3IUYHBIM KPUTEPUSM: 110 UMECHH
(‘find / -name "*.conf""), Tumy, pasmepy, BpeMEHH U3MEHECHHUS U TIpaBaM JOCTyIa, a
TAK)KC HAYUYHUTHCS BBINIOJIHATH JACHCTBHUS C HAWICHHBIMHU pe3yJibTaTamMu (Hampumep,
‘find ... -exec chmod 644 {} \;"); 5) cocraBuTh CBOAHYIO TAOJMIy C OCHOBHBIMH
nmapametrpamu  yTwikaT find', ‘mount’, ‘lsblk’ u TUMOBEIMM TpuMepaMH HX
UCII0JIb30BaHUs B IMUHUCTPATUBHOM MPAKTHUKE.

[TpakTuueckas padota Ne3.4: B nanHOU paboTe HEOOXOIMMO OCBOUTH KIFOUEBHIC
METO/Ibl apXUBALMKM JaHHBIX M MEXaHMU3Mbl CChUIOK B Linux: 1) co3aparh mepapxuro
TECTOBBIX (halJIOB W KAaTaJIOTOB, 3aT€M YIAKOBAaTh WX B Pa3JIMYHbIC apXuBHI ('tar -
czvf', “tar -cjvf’) U1 cCpaBHEHHUs CTENEHHU CXKATHSI, MOCIIE Yero U3BJIeYb COJACPKUMOE
B OT/ICJIBHBIN KaTajor; 2) UCCIEA0BaTh CBOMCTBA )KECTKNX cchlIoK (hard link), co3nas
ux Ha (a1 1 yOeAMBIINUCH, YTO OHU UMEIOT OJMHAKOBBIN Inode M CYETUMK CCBHUIOK C
OpUTHHAJIOM, a 3aTeM YJIaJUB MCXOJHBIN (haliT M MPOBEPUB TOCTYMHOCTH JIAHHBIX
Yyepe3 CChbUIKY; 3) MapajuiesIbHO CO3JaTh CHUMBOJMYECKYIO CChUIKY (symlink) wu
MIPOAHANM3UPOBATE €€ OTIWYHUS OT KECTKOU (Tum (aitna, pazmep, 3aBUCUMOCTh OT
opuruHaia); 4) Ha NPaKTUYECCKOM INpuMepe (poTauus JIOrOB) CMOJCIMPOBATH
CLEHApHil, I/ UCIIOJIb30BAaHUE JKECTKOM CCBUIKHU MO3BOJIAECT OE30MacHO yAalsiTh WIH
nmepeMeniarh aKTUBHBIM  daitn  0e3 mpepbiBaHWs padOTHl  3aMUCHIBAOIIETO
MPWIOKECHUS; 5) COCTaBUTh KPaTKUU OTYET C BBIBOJAMHU O NMPUMEHEHHUU Ka)JA0ro
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TUNIA  apXUBalMH{, CLEHApUAX  HUCMOJb30BAaHUA KECTKUX  CCBUIOK M HX
MPUHITUTHATBHBIX OTPAHUYCHHSIX.

ITpakTnueckast pabora Ne3.5: B jganHoit pabGore Tpebyercs NOJYyYHUTH
NPAKTUYECKUE HABBIKM aBTOMATU3allMM M MOHMTOpMHra B Linux: 1) co3nate u
HACTPOUTH TMPOCTYIO CcIykO0y 'systemd’ Ui ympaBieHUS TOJTH30BATEITHCKAM
CKPHUIITOM MJIM JIEMOHOM, pornucas oHUT-(aiin ¢ cekuuamu [Service] u [Install]’,
W HAYYHUTHCS YMIPABIATH €€ KU3HCHHBIM IHUKIOM ( systemctl start/stop/enable’); 2)
OCBOUTH IJITAHMPOBIIMK "Cron’, 700aBUB 3a/1aHUs OT UMEHU ToJib3oBaresst (crontab -
¢') u cucrembl (daimer B /etc/cron.d/’), BKIIOYAs BBITOJHEHHUE CKPHUIITA II0
pacnuCcaHuI0 C JIOTMPOBAHMEM BBIBOJA; 3) MPOBECTH MOHUTOPUHI CHCTEMBI B
peaTbHOM BPEMEHH, MCIIOIB3YS YTHINTH top'/ htop' mns amammsa 3arpys3ku LI u
namsATH 1O nporeccaM, vmstat® M ‘iostat’ ANS OUEHKM TNPOU3BOJUTEIBHOCTH
TUCKOBOM TIOJCUCTEMBI M TAMATH, a TAaK)Xe 10top’ IS BBISIBICHUS TPOIECCOB C
AaKTUBHBIM BBOJIOM-BBIBOJIOM; 4) OOBEIMHUTH I[IOJYYCHHbIC 3HAHUS, HACTPOUB
cmyxk0y ‘systemd’, KOTOpas 3amycKaeT pPe3epBHOEC KOMUPOBAHHWE TIO PACIUCAHUIO
‘cron’, a 3aTeM NpPOBEpPUTH €€ padoTy M BIMSHHUE HA CHCTEMY C IOMOIIBI YTHUIIUT
MOHHMTOpPHHTA, CHOPMHUPOBAB UTOTOBBIN OTUYET C KOH(PUTYPAIIUSIMU U BBIBOIAMH.

[TpakTuueckas padora Ne3.6: B manHol paboTre HEOOXOAMMO OCBOWTH OCHOBBI
CO3/aHMs M OTJIaAKU bash-cKpunTOB JUIi aBTOMATHM3allMM PYTUHHBIX 3aj]a4
CHCTEMHOTO aaMUHHUCTpaTopa: 1) HamucaTh CKPUNT, BKIIOYAMONINI 0a30BbIe
aJIeMEeHTBI: 0ObsBIeHHEe Mmiebanra (‘#!/bin/bash’), wucnonb3oBaHHWE NEPEMEHHBIX,
BBOJ/BBIBOJI JaHHBIX (‘read’, ‘echo’), yciaoBubie onepatopsl (if-else’) amst mpoBepku
yCIIOBUH (Harpumep, cyliecTBoBaHus (aiia MM J0CTaTOYHOCTH CBOOOAHOIO MECTA)
u mukiel (for', "while’) mist 06paboOTKM CIIMCKOB MK MOBTOPSAIOIITUXCS ACHCTBUM; 2)
peanu3oBaTh B CKPUITE MPAKTUYECKYIO (YHKLHIO, HanpuMmep, aBTOMATHUYECKOE
pe3epBHOE KOMUPOBAHUE YKA3aHHOTO KAaTalora C MPOBEPKOW €ro CYIIECTBOBAHUS H
JIOTUPOBAHUEM PE3YyJIbTATOB, MJIM MOHUTOPHUHI JOCTYIMHOCTH CETEBOIO Yy3Jia C
OTMPABKOH yBEIOMIICHHUS, 3) HAYUYHUTHCS OTJIAXKUBATH CKPUIT, UCTIONB3YS KITFOUH IS
nomaroBoro BeinosiHeHus (“bash -x') u npoBepku cuHTakcuca (“bash -n'), a Taxxke
n00aByIsisi BBIBOJ OTJIAJA0YHOW HHGpOpMauuu; 4) cienarb CKPUIT HCHOJHSEMbIM
(‘chmod +x'), mporectTupoBaTh €ro pabOTy NpH pa3TUYHBIX BXOJHBIX JAaHHBIX
(BKJIIOYAst OIIMOOYHBIC) U O(DOPMUTH UTOTOBBII OTUET € KOJIOM, IPUMEpPaMH 3aIlycKa
W aHAIM30M BO3MOJKHBIX YIy4YIICHWH (HampuMmep, M00aBIeHHE MapaMeTpOB
KOMAaHIHOM CTPOKH uepes “getopts’).

[Ipaktuueckass pabora Ne3.7: B pmanHoi paboTe HEOOXOAWMO BBITIOJTHUTH
KOMIUICKCHYIO HacTpOMKY ceTeBbIX MHTep(deiicoB u 6a30Boro MoHUTOpUHra B Linux:
1) uccnenoBaTh TEKYIIYIO CETEBYIO KOHGUTypanuio ¢ moMompio '1p addr’, ‘nmcli’
(ecmn  wucnosib3yercs  NetworkManager) wiM — KoHUrypanvoHHbIX — (aityioB
(‘/etc/network/interfaces’, “/etc/sysconfig/network-scripts/” s RHEL, “/etc/netplan/’
ais Ubuntu); 2) Hactpouth cratmdeckuid IP-agpec, mumo3 u DNS-cepsepsl,
BPEMEHHO W3MEHHUB IMapaMeTphl dYepe3 Ip W route’, a 3areM 3adUKCHPOBAB
KOH(QUTYpalMio Uil COXPaHEHMs II0Cie Iepe3arpy3ku; 3) IPOBEPUTH CETEBOE
MOAKIIOYCHHE M MapUIPyTH3alMI0 YTHIMTAMU ping’, 'traceroute’ u 'ss’; 4)
HAaCTPOWUTH 0a30BBIM MOHUTOPUHT CETH M CHUCTEMBI: UCIIOIb30BaTh iftop” mwim nload
U1 aHanu3a Tpauka B peajbHOM BpEMEHH, vnstat' Julsl BEACHHMSI CTATHUCTUKH M
MO3HAKOMUTHCS C HACTPOUMKOU cbopa meTpuk B Prometheus™ wepe3 ‘node exporter’
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WJIM MCTIOJIb30BAaHUE CUCTEMBI JIOTUPOBaHMs rsyslog’ /uis lleHTpalln30BaHHOro cobopa
KYpHAJIOB;, 5) TpoaHATM3UPOBATh WTOTOBYIO KOHQPUTYpaIluio, YOEOUThCS B
paboToCnOCOOHOCTH CceTH, coOpaTh CTaTHCTUKY 3a IMEPUOJ MOHHMTOPHHra H
opopmMuth  OTYET €  NPUMECHEHHBIMM  KOMaHjgaMM U (parMeHTamu
KOH(UTYpPAIMOHHBIX (haIIOB.

IlepeyeHb BONPOCOB, BLIHOCHMbBIX HA 324eT ¢ OLEHKOH

1. JlaiiTe ompeneineHue ONEPALMOHHON CHUCTEMbl Kak MEHEDKepa pPEeCcypcCoB.
HazoBute ueThipe OCHOBHBIX pecypca, KOTOPBIMU OHA yTIPABJISET.

2. OObsicCHUTE pa3HUIy MEXIY BBITECHsSIONICH (preemptive) M HEBBITCCHSIOLICH
(cooperative) mHOro03amauHocThi0. Kakas wucmombiyercs B coBpeMeHHBIX OC u
noyemy?

3. OnwmmmuTe, 9TO MPOUCXOINUT TIpU «cboe cTpaHuibly (page fault). K yemy moxer
NPUBECTH UX YPE3MEPHOE KOJUYECTBO?

4. OObBsAcHUTE HaA3HAYECHHE CHCTEMHOTO BBI3OBa (syscall) m mpuBeguTe mpumep
TUITMYHON Onepaiuu, A KOTOpOil OH TpedyeTcsl.

5. Tlepeuucnure OCHOBHBIE ATallbl 3arpy3kd OINeparMoHHOW cuctembl Linux (ot
BIOS/UEFI no 3anycka "systemd’ wiu “init’).

6. Yro takoe "‘Paged Pool” u "Non-paged Pool’ B KOHTEeKCTE yrnpaBlieHUs MMaMAThIO
sapom Windows?

7.  KakoBbl mNnpeuMmyllecTBa M HEJOCTaTKM MHUKPOSJCPHOU apXUTEKTYpPbl I10
CpPaBHEHHIO C MOHOJIMUTHOM?

8.  Omnmummre moaenb apaiieepoB B Windows (WDM, KMDF/UMDF) u Linux
(Momynu simpa). [louemMy HEKOPPEKTHBIA IpaiiBep MOXKET MPUBECTH K Kpaxy Bcei
CHUCTEMBI?

9. B uyem kimoueBas pa3HHIA MEXIAY OCHOBHBIMH CEMEHCTBAMH TUCTPUOYTHBOB
Linux (RPM-based: RHEL, CentOS; u DEB-based: Debian, Ubuntu) ¢ Touku 3peHus
CUCTEMHOTO aJMHUHHCTpaTOpa?

10. OnummTe Ha3HAYCHUE M OCHOBHBIC BO3MOKHOCTH YTHUIHWTBI Sysprep B
Windows. Jlyis kakoro cuieHapusi OHa KpUTHYECKU BaxHa?

11. Yro Takoe pemo3utopuii makeToB? Kak B Linux paspemaroTcs 3aBUCHUMOCTH
nakeros, ¥ noueMy B Windows 3Ta npoGiiema CTOUT MeHee 0CTpo?

12. O0msicaute, uto Takoe Windows Server Core® m "‘Nano Server. Kakue
NPEUMYIIECTBA U OTPAHUYCHUS] OHU HECYT?

13. OObscHHUTE Ha3HAYCHUE W NPUBCIUTE MPUMEP HUCIMOJb30BAHUS YTHIUT
‘nice’/‘renice’ B Linux u nmapamerpa 'PriorityClass’ B PowerShell qist ynpasnenus
MPHOPHUTETOM TIPOIIECCOB.

14. Yro Takoe ‘inode’ B ¢aitnoBbix cuctremax Unix/Linux? Kakas undopmanus B
HEM XpaHUTCS?

15. Jladite cpaBHUTENbHYIO XapakTepucTHKy (aitnoBbix cucreM NTFS u ext4 mo
CIICIYIOIIMM KPUTEPUSIM: MaKCUMAIIbHBIN pazMep Qaiisia, BCTpoeHHOe MH(pOBaHUE,
MEXaHM3M JXypPHaJTUPOBAHHUSI.

16. Onumure pasuuiy Mexay OasobiMu (Basic) m aunamuyeckumu (Dynamic)
auckamu B Windows. Kakoit (yHKIMOHAN MOCTyNeH TOJBKO HAa JUHAMUYECKUX
auckax?
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17. O6bsicuute, uto Takoe LVM (Logical Volume Manager) B Linux u kakue Tpu
KJIroueBbIie abcTpakiuu o BBoaut (PV, VG, LV).

18. Yro Takoe ‘procfs’ (‘/proc’) m ‘sysfs’ (‘/sys’) B Linux? Kakyio unHdopmanuio
OTTYJIa MOKET U3BJICYb a]IMUHUCTPATOP /I TUArHOCTUKH?

19. OnummTe poneByro Mojens ynpasienus goctynoMm (RBAC — Role-Based Access
Control). Kak ona peanuzoBana B Active Directory yepe3 AGDLP/AGUDLP?

20. Yro Ttakoe ‘sudoers’ daitn B Linux? Kak mnpaBWIbHO HACTpPOUTH IPABUIIO,
No3BoJIsAIOIIEe TNOJb30BaTeNi0 deploy” BBIMONHATH TOJNBKO KOMaHay systemctl
restart nginx' 6e3 BBOja mapos?

21. OnuuuTe Mpouecc M 3Tanbl ayTCHTH(PHUKALMU MOJIb30BaTeNlsd B JoMeHe Active
Directory (poms Kerberos, KDC, TGT, cepBucHbie OUIETHI).

22. Jlnsa 4dero Hy)kHa M Kak paboraer ciyxba ‘sssd’ (System Security Services
Daemon) B coBpemennom Linux?

23. O0bsicuute pazuuiy Mexay Forward Lookup Zone™ u "Reverse Lookup Zone™ B
DNS. dns gero ucnons3yercss PTR-3amucey?

24. Yrto Takoe DHCP Relay Agent u B kKakoi ceTeBOM TOMOJOTHH OH HEOOX0 UM ?

25. Onwmmwure HTanbl ycraHoBku ceanca SMB (Server Message Block) npu
oOpamienun K cereBoi manke B Windows (0T oOHapyXeHHs pecypca A0 TOCTyIa K
daitny).

26. OOBscHUTE pa3HUIy MEKAY ayTeHTH(]UKAIMeH, aBTOpU3AlNMEH U aAyIUTOM
(AAA). IIpuseaure nnpumepsl.

27. Uto takoe AppLocker m Windows Defender Application Control (WDAC)? Kak
OHM pealu3yIoT NOJUTHKY KOHTpOoJIs 1estocTHOCTH KoJjia (CI — Code Integrity)?

28. Omumwute Moaens MaHmaTHOTO ympasieHus goctynom (MAC — Mandatory
Access Control) u ee peanuzanmio B Linux yepe3 SELinux uinu AppArmor.

29. Yrto takoe rpymnma orpanuueHHOro aoctyma (Restricted Groups) B monuTtmkax
0ezonacHoctr Windows M Juis 4ero oHa UCIOJb3yeTCs?

30. OOwsacaute KoHmenmuioo «ataku Pass-the-Hash». Kakme wepwsr 3amurel
(nanpumep, Credential Guard®) cymecTByroT npoTuB Hee B coBpeMeHHbIX Windows?
31. TIlepeunciaure KIIOYEBBIC CYETYMKH TnpousBoauTebHocTH  (Performance
Counters) B Windows, 3a KOTOpEIMH HEOOXOJAUMO CIICIAWTHL JJI OICHKHU 3I0POBBSA
cepsepa (L1, mamsaTh, AUCK, CETh).

32. Yro Takoe Performance Monitor' (‘perfmon’) m "Data Collector Sets’ B
Windows? Jliis kakux 3a/1a4 OHH UCIIOJIB3YIOTCS?

33. OOmsacHuTe pasHuily Mexay BeicokomocTynmHbiM (HA — High Availability)
KJIACTEPOM M KJacTepoM ¢ pacnpenaeiennoit Harpyskoit (Load Balancing Cluster).
[TpuBeauTe MpUMeEpHI peaTu3alni.

34. OnumMTe Npouecc aBapuiHOIO BOCCTAHOBJICHHUS KOHTpoOJUIepa JiomMeHa Active
Directory ¢ ucmoib30BaHHEM PE3EPBHOM KOMUU COCTOSHUS cHCTeMBbl (System State
Backup).

35. Uro Ttakoe PowerShell Desired State Configuration (DSC)? KakoBa ee ocHOBHas
Gunocodust 1 4em OHa OTIMYAETCS OT MPOCTOrO BHIIOJHEHUS CKPUIITOB HACTPOMKH?

6.2. Onucanue nokasartejieii ¥ KpUTEPHEB KOHTPOJISI YCIIEeBAEMOCTH,
ONHCAHME IIKAJ OeHUBAHMUS
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JIis OLICHKM 3HAHWM, YMEHM, HaBBIKOB M (POPMHMPOBAHHSI KOMIIETCHLUHU I10
TUCITUTUTMHE MOYKET TMPUMEHSATHCS O0AJJILHO-PEeHTHHIOBAsE CUCTEMa KOHTPOIS H
OIICHKH yCIIEBaEMOCTH CTYJICHTOB.

B ocHoBy OamnbHO-peliTuHroBoi cucteMbl (BPC) mosokeHbl NpUHLMIBI, B
COOTBETCTBUU C KOTOPHIMH (OPMHUPOBAHUE PEUTHHTa CTYJICHTA OCYIIECTBISCTCS B
X0/ TEKYILIEro, MPOMEKYTOYHOI0 KOHTPOJIS M IPOMEKYTOYHOM aTTeCTalluy 3HAHU.

Tabmuna 7
CucremMa peliTHHIOBOM OlEHKH YCIIEBA€MOCTH
bamnib bannbHas oneHka TeKylei ycneBaeMocTH
3a yCTHBIN 0NpocC 2 3 4 5
3a npakTHYECKYI0 paboTy 2 3 4 5
3a 3a4er ¢ OLIEHKOH 2 3 4 5
Ouerka Heynosnerso- Y noBuerBo- Xopomo OTIMIHO
PHUTEIIBHO PHUTEIBHO
Tabmmma 8
Hrorosasi cymma 621108
Konuuectso
Bupisi KOHTpOMS KonnuectBo 61O 34 KonunuecrBo
BHUJIOB KOHTPOJIS Oamios
SIMHULLY
YcTHBIH o11poc 14 5 70
3amnmTa npaKTHYecKoi paboThl 14 5 70
3a4eT ¢ OLICHKOMI | 5 5
Bcero - - 145
Tabmuma 9
EaJIJ'leO-peﬁTHHFOBaH CHCTEMA KOHTPOJIA YCIICBACMOCTH
Ikana oueHuBaHus Ounenka
121-145 OTIMYHO
101-120 Xopouio
81-100 Y10BJIETBOPUTEIIBHO
0-80 HeynosneTBopurtenbHO
Kpurepuu onieHuBaHusl pe3yaibTATOB 00y4YeHHs
Tabmuma 8

Ouenka Kpurtepuu ouneHuBaHus

OLICHKY «OTJIHYHO» 3aCIY)KUBACT CTYJCHT, OCBOUBILINI 3HAHUS, YMEHUS,
KOMIIETEHIIMY U TEOPETUYECKUI MaTepual 0e3 mpoOesiOB; BLITTOJIHUBIINM
BCE 3a/1aHus, MPEYCMOTPEHHbIE YU€OHbBIM IJIAHOM Ha BbICOKOM
Ka4eCTBEHHOM YPOBHE; PAKTUYECKUE HABBIKH MPO(ECCUOHATBHOTO
TIPUMEHEHHUS OCBOCHHBIX 3HAHUM C(hOPMUPOBAHBDI.

KomnereHuuu, 3aKperi€HHbIC 3a JUCHUILIMHON, C(DOPMUPOBAHBI HA
YPOBHE — BHICOKHIA.

OILICHKY «XOPOILO0» 3aCIYKUBACT CTYJICHT, IPAKTHYECKU TOTHOCTHIO
OCBOUBIIUIT 3HAHUSI, YMEHHUS, KOMIICTEHIIMM U TEOPETHUUECKUM MaTepua,
yueOHbIE 3a/JaHUsl HE OLIEHEHbI MAKCHMAJIbHBIM YHCIIOM OaJlIOB, B
OCHOBHOM C(pOPMHUPOBAI MPAKTHYECKUE HABBIKH.

KomnereHuuu, 3aKperuiéHHbIC 3a JUCUMIUIMHOM, C(DOPMHPOBAHBI HA

Bricokuii ypoBeHb
«5»
(oTIMYHO)

Cpennuit ypoBeHb
«“4»
(xoporo)
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YPOBHE — XOPOIIH (CpeHMii).
OIICHKY «YAOBJIETBOPHTEIbLHO» 3aCIy)KUBAET CTYICHT, YACTUYHO C

[ToporoBnbiii npoOesaMu OCBOUBIIUI 3HAHUS, YMEHHS, KOMIIETCHIIUU U TEOPETUUECKUM
YPOBEHDb «3» Marepua, MHOTue yueOHbIE 3a/1aHusl TU00 HE BHITIOJIHUIL, IUOO OHU
(YZIOBIETBOPUTEIL | OIICHEHBI YUCIOM OAIOB OJIM3KMM K MUHUMAalIbHOMY, HEKOTOpbIE
HO) NPAaKTUYECKHE HaBBIKK HE C(POPMUPOBAHBI.

KomnereHuuu, 3aKperui€éHHbIC 3a JUCHUILIMHOM, C(DOPMUPOBAHBI HA
YPOBHE — 10CTATOYHBII.
MuHuMalbHbIA | OLEHKY «HEY/IOBJIIETBOPUTEILHO» 3aCIIYKUBACT CTYACHT, HE OCBOUBUIMIA

YPOBEHB «2» 3HAHUSA, YMEHMs, KOMIETEHI[MM W TEOpPETUYECKHH Martepualn, y4yeOHbIe
(HEYTOB/IETBOPUTE | 3a/I1aHUSI HE BBIIOJIHUI, IPAKTUYECKUE HABBIKK HE C(DOPMUPOBAHBI.
JILHO) KomnereHuuu, 3aKperui€HHbIC 3a UCHUILUIMHOMN, He ¢hOPMHPOBAHDI.

7. YueOHO-MeTOoAnYecKOoe U HHGOpMallHOHHOe obecreyeHHe TUCHUIIHHbI

7.1 OcHoBHas JuTEpaTypa

1. Manaxos, C. B. OneparnoHHbIE CUCTEMBI B 00O0JIOUKH : y4eOHOE TOcoOue ist
By30B / C. B. ManaxoB. — 2-¢ usj., crep. — Cankr-IlerepOypr : Jlanp, 2025. —
120 c. — ISBN 978-5-507-50527-2. — Texkct : »nekTpoHHbIl // JlaHb
IJIEKTPOHHO-O0UOTOTeUHAS cucTema. — URL:
https://e.lanbook.com/book/443324 (OTKpBITBIH TOCTYIT)

2. PyccunoBuu M. u ap. Buytpennee yctpoiictBo Windows. 7-¢ mu3a. — [lutep,
2022.

3. CrapoBepoBa, H. A. Omnepanuonnsie cuctemsl . yueOnmk mist CIIO / H. A.
CraposepoBa. — 3-¢ u3j., crep. — Cankr-IletepOypr : Jlansb, 2025. — 412 ¢. —
ISBN 978-5-507-50986-7. — TekcT : »neKTpoHHBIM // JlaHb : 3JIEKTPOHHO-
oubmmoreunas cucrema. —  URL:  https://e.lanbook.com/book/496340.
(OTKpPBITHII JOCTYTI)

7.2 lonoIHUTE/IbLHAS JIUTEepaTypa

1. 'opnees U. U., UBammnenko E. A. OnepaiinoHHbie CUCTEMBI. — ACTpaxaHCKUH
rocyaapctBeHHbIi yauBepcuteT mmenn BH Tarumesa, 2023. — C. 70-70.

2. Jlapuna, T. b. AIMHUHUCTpUPOBAHUE ONEPALMOHHBIX CUCTEM. Y IIPaBJICHHE
cucremoii: yaeoHoe mocodbue / T. b. Jlapuna. — Mocksa: PYT (MUUT), 2020. —
71 ¢. — Texcr : anekTpoHHbIH // JIaHb : 37eKTPOHHO-OMOINOTEYHAS CHCTEMA. —
URL: https://e.lanbook.com/book/175980. (OTKpBITHII AOCTYII)

3. OnepanmonHubie cucteMbl. [IporpaMmuoe obecrieueHne: yaeOHHK / COCTaBUTEND 1.
IT. Kynb. — Cankr-IlerepOypr: Jlanb, 2020. — 248 ¢. — ISBN 978-5-8114-
42904. — TexkcT: aneKTpoHHBIH // JIaHb: 2IEKTPOHHO-OMOMMOTEYHAS CUCTEMA. —
URL: https://e.lanbook.com/book/131045. (OTKpBITBIA JOCTYII)

8. Ilepevennb pecypcoB HHPOPMAIHOHHO-TEJIEKOMMYHHUKAIIMOHHOM CeTH
«MHTepHeT», HeOOXOAMMBIX AJISl OCBOCHHS AUCIHILIHHBI

1. Obummansras  gokymeHtamuss  Microsoft  https://docs.microsoft.com/ru-
rw/windows/ (omxpuimutii docmyn)
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2. Joxymentamus Ubuntu https://ubuntu.com/server/docs (omxpwimuiii docmyn)

9. [Tepevyensb nporpaMMHOro odecrnedeHusi ¥ HHGOPMAUMOHHBIX CIIPABOYHBIX

CHCTEM
Tabmmma 9
Hepeqeﬂb NnporpaMmMHoOro odecnmeyeHuUs
HaumenoBanue
Ne pasnena ydyeonoii | Hammenosanue Tun ABTO TI'on
n/n JHCHHILTHHBI NPOrpaMmsbI NnporpaMmbl P pa3padoTKu
(moay.ist)
. . Microsoft
1. Bce pazaeinst Microsoft Office| OdwucHblii nakeT . 2023
Corporation
Paspen 1.
ApxuTekTypa,
yCTaHOBKa U 0a3oBas Microsoft Omnepanuonnas Microsoft
2. . . . 2015/2021
HACTpoOKKa Windows 10/11 cucrema Corporation
OnepaluoOHHbIX
CUCTEM
Pazpen 1.
ApxuTekTypa, Yrunura
3 | ycraHoska Hu6a3oaaﬂ Process Explorer MOHHUTOpPUHIA Mllcrosoft 2023
HAacCTpoiKa CHUCTEMHBIX Sysinternals
OMepaluOHHbIX HPOLIECCOB
CUCTEM
Pasnen 2. :
Microsoft CkpunroBas .
Ynpasienue Microsoft
4. . PowerShell 000J104Ka U 5A3bIK . 2023
UH(PPACTPYKTYPOI U Corporation
5.1/7.x [IPOrpaMMHUpPOBAHHUS
CETEeBBIMU CITy:KO0aMu
e mippacrpyrry- | Wndows | SR s roso
5. HHPPacTPyKLy Performance P . B cocrage OC
pO¥i U ceTeBbIMU . npousBoautensHoc | Corporation
Monitor
cayxbamu TH
Pazpnen 2. Ynpasine-
6. fve ?Hd)paCprKTy- Resm'lrce MonuTop pecypcos Mlcroso_ft B cocrase OC
pOii U CETEBBIMH Monitor Corporation
cayxbamu
Paspen 3.
Obecnieuenue
7. | OTKa30yCTOMYUBOCTH, Ubuntu Server Onepaumonnas Canonical Ltd. 2022
22.04 LTS cucrema
Oe30nacHOCTH U
MOHHUTOPHHIA
Paznen 3. Obecnieue-
HHUE OTKA30yCTOWYH- Oracle VM [Tnardpopma Oracle
8. . . 2023
BOCTH, Oe3omacHoctu | VirtualBox 7.0 BUPTYAJIU3aIUA Corporation
Y MOHUTOPUHIA
Paznen 3. Obecnieue-
e orkazoycroiuu- | Bash (Bourne Komanyinas .
g, | MHC OTRASOYCTOMIHN | (Bou Marat GNU Project 2023
BoCcTH, Oe3omacHocTu | Again SHell) oboJsouka
Y MOHUTOPUHIA
Paznen 3. Obecnieye- WMuTepakTMBHBIN .
. . Hisham
10. | HMe OTKa30yCTOHYH- htop CUCTEMHBIN 2023
Muhammad
BOCTH, O€30MacHOCTH MOHHUTOP
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| M MOHHMTOpHHTA |

10. Onucanue MaTepUaIbHO-TEXHUYECKOI 0a3bl, HEOOXOAMMOM 1151
OCyIIIeCTBJ/IEHHSI 00PA30BaTeJLHOT0 MPoLecca Mo JUCHHILIHHE (MOTYJIIO)

Tabmuna 10

Cgeenusi 00 00ecne4eHHOCTH CIENHATN3HPOBAHHBIMHU AYIUTOPHUSIMH,
KaOMHeTaMHu, Ja00paTOPUSIMH

HaumeHnoBanue crieliHaILHBIX NOMeLeHUi
H MOMeIeHHH /ISl CAMOCTOSITeIbHOM
padorsl (Ne yueOHoOro kopmyca, Ne

OCHaNIEHHOCTDH CNENHAJTbHBIX IOMEIIeHHH 1

MOMeIeHHH JIs1 CAMOCTONATEIbHOM padoThI

ay/IMTOPHH)
I 2
yuebnas ayoumopus oas nposedenus sanamuit | 1. Komneiorep — 29 wr.;
JAEeKYUOHHO20 muna, yueonas ayoumopus o 2. Crenp «Ceprees Cepreii CrenanoBud 1910-
npoeeoeHUs 3aHAMUL CeMUHAPCKO20 Mund, 1999» (MuB.Ne591013/25) — 1 wir.;
yuebnas ayoumopus 0Jist NPOBeoeHUs. 3. Orderymmrenb nopoikoBelii (MHB. Ne559527)
KVPCOB020 NPOEKMUPOBAHUS (8bINOIHEHUA — 1 wmr.;
Kypcoeblx pabom), yuebHas ayoumopus o 4. [lonBecHOE KPEIUICHUE K OTHETYHIMTENI0
2PYNROBBIX U UHOUBUOYATILHBIX KOHCYAbMAYUIL, (MuB. Ne 559528) — 1 wir.;
yuebnasn ayoumopus oas mexywezo konmpoas | 5. XKamo3u (MuB. Nel107-221225, UuB. Nel107-
u npomexcymouHot ammecmayuu (2i 221225) - 2mr.;
yuebnwitl kopnyc, 102 ayo.) 6. Ctyn — 29 wr.;
7. Cton KOMIIBIOTEPHbINA — 28 1IT.;
8. Cron s npenopasaresns — 1 wr.;
9. Jlocka mapkepnas (MuB. Ne 558762/5) — 1 mir.;
10. Tpubyna nanosnshas (6e3 uus. Ne) — 1 1.
vuebnas ayoumopus 0as npoeedenus sanuamuii | 1. Pabouas cranuus FORSITE THIS16GS12G,
CeMUHAPCKO20 Mund, yueonas ayoumopus o Poccuiickas ®enepanus A4Tech Fstyler F1512
HpoBedeHUsl KYPCOB020 NPOEKMUPOBAHUS — 16 wr.;
(8binoHeHUs KYypcosblx pabom), yueOHas 2. Cron nabopusiii (MuB. Ne410136000010828) —
ayoumopus 0715 2pYynnoeuix U UHOUBUOY ATbHBIX 1 mrr.
KOHCYyAbmayuil, yueonas ayoumopus o.is 3. Cron komnbroTepHslii (MHB. Ne

MeKyuje2o KOHmpoJis U NPOMedACYMmoYHOU
ammecmayuu, nomeweHue 0s
camocmosmenvHou pabomul (2i yueOHblU
kopnyc, 106 ayd.)

4.

5.

410136000010813-410136000010827) — 15
IiIT.;
Crtyn (MuB. Ne 410136000010829-
410136000010853) — 25 mit.;
HurepakruBnas nanens (MuB. Ne

410124000603715) — 1 .

yuebnas ayoumopus 07l NPOGeOeHUs 3aHAMULL
CeMUHApCKo20 muna, yueonas ayoumopus s
HpoBedeHUs KypCco8020 NPOeKmMupo8anus
(8binonHeHUA KYPCOBbIX pabom), yyebHas
ayoumopus 0715 2pYynnoeuix U UHOUBUOY ATbHBIX
KoHcyabmayuil, yueonas ayoumopus OJis
MeKyuje2o KOHmpoJis U NPOMeNCYMoYHOU
ammecmayuu, nomeweHue 0s
camocmosmenvHou pabomul (2i yueOHbIU
kopnyc, 302 ayd.)

. Komnerorep — 16 wmir.
. Tenesuszop — 1 wit.

1
2
3. Croa mis npenogasaresis —1 wT.
4.
5
6

Cron koMnblOTEpHBbIN —16 1T,

. Ctyn obucHsiii — 17 mir.
. Komnsrorep: PRO-3159209 Intel Core 15-

10400 2900MTI 1, Intel B460, 16I'6 DDR4,
Intel UHD Graphics 630 (Bctpoennasi), SSD
24016, 500Bt, Mini-Tower — 1 mir.

. Konpmnmonep HAIER HSU -24HPL03/R3

(MuB. Ne 210134000062198) — 1 .

. Bemanka nanonsuas (MuB.Nel1107-333144,

WNuB.Ne1107-333144) — 2 it
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yuebnasn ayoumopus 0as nposedenus sanamui | 1. TpuOyna nanonbHas (MaB.Ne 599206) — 1 mir.;
JNEKYUOHHO20 Muna, y4eonas ayoumopus Ois Kanrozu (MaB.Ne591110) — 1 wt.;
npoeeoeHUs 3aHAMUL CeMUHAPCKO20 MUund, Hocka mapkerunroast (Mus.Ne 35643/4) — 1
yuebHan ayoumopus 01 npoeedeHUs 1T, ;

]

w

KVPCO8020 NPOEKMUPOBAHUS (8bINOIHENUS 4. Cron— 15 wr.;
Kypcosblx pabom), yuednas ayoumopus ois 5. Ckameiika — 14 mr.;
2PYNNO0BbIX U UHOUBUOYATbHBIX KoHcyabmayut, | 6. Cton spro — 1 mr.;
yuebHan ayoumopus ona mexkywezo konmpoaa | 7. Ctyn— 16 mr.

U IPOMENCYMOUHOU ammecmayuu, nomeujenue
ons camocmoamenvhou pabomst (2i yuednolil
xkopnyc, 303 ayo.)

yuebnas ayoumopus 01s npoeedenus zauamuii | KonnuectBo pabounx mect: 24
JNEKYUOHHO20 Muna, y4eonas ayoumopus Ois Berpoennbie ceteBbie anantepsl (Intel 1219-V

HpoBedeHUs 3aHAMUL CEMUHAPCKO20 MUNA, i Realtek RTL8111H), untepdeiic RJ-45,
yuebHas ayoumopus 01 npoeedeHUs ckopoctb 10/100/1000 MowuT/c. Touku nocryna:
KYPC0o6020 nPOeKmuposanus (6bINOIHeHUs Ubiquiti UniFi1 AP AC Pro, crannaptel IEEE

Kypcosblx pabom), yuebnas ayoumopus ois 802.11a/b/g/n/ac, vacrorsl 2.4 I'T'x (450 MowuT/c)
2pynnossix u unousudyaivivlx koncyasmayut, | 1S I'T (1300 M6uTt/c), nognepxka MU-MIMO,
yuebHan ayoumopus 0aa mexkywezo konmpoaa | nuranue PoE.

u npomedxcymoyuron ammecmayuu (1 CrpykrypHoe nojpasaenenue: Kabenpa
yuebnwiit kopnyc, 212 ayo.) [ludposas kadenpa

yuebnas ayoumopus 0as nposedenus sanamuii | KonunaectBo pabounx mect: 24
JAEeKYUOHHO20 muna, yueonas ayoumopus o Berpoennsie cereBnie anantepst (Intel 1219-V

npoeeoeHUs 3aHAMUL CEMUHAPCKO20 MUund, wiu Realtek RTL8111H), unrepdeiic RJ-45,
yuebnas ayoumopus 0Jist NPOBeOeHUs. ckopocth 10/100/1000 M6uT/c. Touku nocryna:
KVPCOB020 NPOEKMUPOBAHUS (8bINOIHENUS Ubiquiti UniFi AP AC Pro, crangaptel IEEE

Kypcoeblx pabom), yuebHas ayoumopusi o 802.11a/b/g/n/ac, wactotel 2.4 I'T'u (450 Mout/c)
2PYnnoeuIx u uHousudyaibuwix koncyromayut, | u S I'l'y (1300 Mowut/c), nogaepxka MU-MIMO,
yuebnas ayoumopus 0ist mekyujeeo konmpoasa | nuranue PoE.

u npomedicymoyunou ammecmayuu (1u CrpyxrypHoe noapasaeneuue: Kadeapa
yuebnwill kopnyc, 214 ayo.) [{udponas xadenpa

Lenmpanvnas nayunas oubauomexa umenu YuranbHbIe 3216l OMOTHOTEKH

H.U. 7Kenesnosa

Cmyodenueckoe obujearcumue KomHara [y1st caMOIo/AIr0TOBKH

11.Meroauyeckue peKOMEHAAUMH 00YyYAIIHMCS 110 OCBOCHHIO
MUCHUILIMHBI

OCHOBHBIMH BHUJaMH OﬁquHI/IH CTYACHTOB IO JUCHHUIIIMHE ABJIAKOTCA JICKIIHUH,
MHNPAaKTHYCCKHUC 3aHATHA B KOMIIBIOTCPHOM KIACCC W CaMOCTOATCIIbHAA pa60Ta
CTYACHTOB.

CaMocTosTenbpHas paﬁoTa CTYACHTOB IO OUCIHHIIIIMHC ((AI[MHHHCTpHpOBaHHE
OIICPAITHOHHBIX CHCTCM» HaAIllpaBJICHA Ha yr‘J'IYGHCHHC H 3aKpCIUICHHUC 3HaHHﬁ,
MMOJIYUCHHBIX Ha JICKOHUAX M MPAKTHYCCKHUX 3aHATHAX, Ha PA3BHTHC IPAKTHYCCKHUX
YMCHI/Iﬁ W BKJIIOYACT CJIICAYIOUIUC BHUIbI pa60T:

. BBITIOJTHCHUE BUPTYATBHBIX JTA0OpaTOpHBIX padoT B cpene VirtualBox;

. pazpabotka ckpuntoB aBtomatuzauuu (PowerShell, Bash) s
WHIUBUYaTbHBIX 3aJaHUM;

o paboTa ¢ JIGKIIMOHHBIM MaTEepUajgoM M PEKOMEHIAOBAHHOM JIUTEpaTypoi

IIPpH MMOATOTOBKEC K IMPAKTHUYCCKHUM 3aHATHIAM,
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. MOJArOTOBKA OTYETOB MO MPAKTHYECKUM paboTaM C  aHaJIU30M
pEe3yIbTaTOB;

. usydenue ounmanbHon qokymeHtanuu Microsoft u Ubuntu;

. MOArOTOBKA K 3a4€Ty C OLICHKOM.

[Tpu u3ydeHur TUCIUIIIMHEI HCIIOIB3YETCS PEUTHHTOBAS CHCTEMA OIICHUBAHUS
3HAHWI CTYJCHTOB, KOTOpas MO3BOJISIET Peain30BaTh HEMPEPBIBHYIO U KOMIUICKCHYIO
CHUCTEMY OIICHMBAHUS Y4YCOHBIX JOCTIKCHHM. HempepbIBHOCTH O3Ha4YaeT, dTO
TEKYII[Ee OLICHKA HE YCPEIHSIOTCS, a HAKAIUIMBAIOTCS Ha IMPOTSIKEHUH CEeMecTpa.
KomrmiekcHOCTh MpeamoaraeT yder Bcex (opM y4eOHOW M CaMOCTOSTEIBHOM
paboThI CTYICHTA.

[IpuHIUIBL peHTHHTA: HEMPEPHIBHBIA KOHTPOJIb HAa KaXJIOM ayJIdTOPHOM
3aHSATHUH M TOJy4eHHe 0oJsiee BBICOKOH OICHKH 3a paboTy, BBIMOJHEHHYIO B CpOK.
[Tpu mpoBeaeHUH TPAKTHYCCKUX 3AHATHI MPEAYCMOTPEHO NIMPOKOE MCIIOIB30BAHHE
aKTUBHBIX U MHTEPAKTHBHBIX (opM (pa300p KOHKPETHBIX CHUTYalMii, YCTHBIH OIpOC,
3aluTa TOPAKTHYeCKHX  padot). banpHO-peiiTMHTOBas CHCTeMa  TOBBIMIACT
MOTHBAIMIO CTY/ICHTOB K PEryJIsipHOi padoTe.

[TpoMeKyTOYHBIM KOHTPOJIEM I10 JTUCIHMILINHE SBJISCTCS 3a4eT C OLICHKOM.

B pesynbrare W3ydeHHs TUCHMIUITMHBI (GOPMHUPYIOTCS 3HAHWS W YMCHHS B
00J1acTH ONEepPalMOHHBIX CUCTEM, CTYACHTBI MOJIYYarOT MPAKTUYECKUN OIBIT paboThI
C pa3IWYHBIMH OMEPAIMOHHBIMH cpemaMu. KakaIoMy CTyIeHTy BO Bpems
NPAaKTUYCCKUX 3aHATHH MPEIOCTaBISACTCS BO3MOKHOCTD paboTaTh HHIMBUAYAILHO 32
KOMIBIOTEPOM, ~ OTpabaThiBaTh yd4eOHBIE BOMPOCHI W  BBIOJHATH  3aaHUS
npernoiaBaTelis.

OcHOBHAs1 PEKOMEH/IAIHS CBOJAUTCS K 00CCIIEICHUIO CHCTEMATHIECKOM paboThI
Ha/1 AMCLUHUIUIMHON B TeueHHe Bcero cemectpa. CTyIeHTaM peKOMEH 1y eTCs:

. peryysipHo  OTpadaThiBaTh TMPAKTUYSCKUE HABBIKM B BUPTYAIbHBIX
cpenax;

. AKTUBHO HCIIOJIb30BaTh O(PHMIIMATBHYIO JOKYMEHTAIUIO U JJICKTPOHHBIC
pecypchbl;

o CBOEBPEMEHHO BBITIOJIHATH BCE BUbI IPAKTHYECKUX padboT;

. npopabaTeiBaTh MaTepuad JICKIUA W  TOTOBUTLCS K  3QIIUTE

MPaKTUYCCKUX paloT.

Ocoboe BHHMaHHWE CIEAyeT YACIUTh OCBOCHUIO METOJIOB JTUATHOCTUKH U
ycTpaneHus HeucnpaBHocTed OC, cO3qaHUIO CLICHAPUEB aBTOMATH3alUMU THUITOBBIX
3a/1a4 aJMUHUCTPUPOBAHUS, aHAIU3y MPOU3BOJAUTEIBHOCTH CHUCTEM C TIOMOIIBIO
BCTPOCHHBIX YTWIMUT. llepen kakaol sekuuend peKOMEHAYeTCs MNpPOCMaTpUBaTh
coJiepKaHUE TIPEICTOAIIETO MaTepraa Mo YYeOHUKY /ISl Ty4dniero BOoCrpusitus. Jis
KayeCTBEHHOI'0 YCBOEHHMs Kypca HeoOxoauma cucreMatudeckas pabora ¢ yueOHOi
JTUTEPATYPOH, TIPU ITOM KOHCIIEKT MOKET CIIY)KHTh JOTOTHUTEIBHBIM TOCOOMEM IS
MOHUMAaHUs U 3aKpeIUICHUs MaTepuaa.

B moaroroBke K 3aHATHSAM CTYACHTHl JOJDKHBI AKTUBHO WCIOJIB30BAaTh
JOTIOJIHUTENBHYIO JIUTEPATypy U OQHIMAIbHBIE PECYPChl, YTO MO3BOJUT MOJIYUYHUTh
HauOoJiee MOJHOE MPEACTaBICHUE O COBPEMCHHBIX ONEPALMOHHBIX CHCTEMax H
METO/1aX PabOThI C HUMH.

Buasl n gopmbl 0TpadOTKH NPONYLIEHHBIX 3aHATHH
CTyaeHT, POy CTUBIIIAN 3aHATHS 00s3aH €ro 0TpadoTaTh:
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¢ JICKIIHIO OTpa6aTBIBa}0T IIyTeéM YCTHOTO OTBCTA 110 HpOHyL[IeHHOﬁ TCMC,
* NOPAaKTHYCCKOC 3aHATHC IIYTEM BBIIIOJIHCHHA HpaKTquCKOﬁ paﬁDTLI, KOTOpatd
BBITIOJTHAIACH HA JdHHOM IIPAKTHYCCKOM 3dHATHH.

12.MeToauyecKue peKOMEHIAIUU NPenoJIaBaTe/siM 0 OpraHu3anuu
00y4YyeHHs 10 AUCHMILIHHE

B mporiecce 00ydeHuss MO0 TUCITUTUITMHE «ATMUHUCTPUPOBAHUE OMEPAITMOHHBIX
CUCTEM)» MCIOJB3YIOTCS JICKIIMOHHO-IIPAKTUYCCKUE 3aHATHS, pa300p KOHKPETHBIX
CUTYaIlNi, OpraHu3zyercs padoTa ¢ METOJUYECKUMH U CIIPAaBOYHBIMHU MaTepUaTaMH,
11eJ1IeCO00Pa3HO MPUMEHEHUE COBPEMEHHBIX TEXHHYECKHX CpeACTB OOydeHHus H
WHOOPMAITMOHHBIX TeXHONIOTHH. OCBOCHHE Y4YEOHOW MUCIMIUIMHBI TMPEATOoaraeTt
OCMBICIICHUE €€ Pa3/e/IOB U TEM Ha MPAKTUYECKUX 3aHATHUSX, B MPOLECCE KOTOPHIX
CTYJICHT JOJKCH 3aKPEMUTh U yTITyOUTh TEOPETHUCCKUE 3HAHUS.

JlucuunivHa ~ «AJMHUHUCTPUPOBAHUE  ONEPALMOHHBIX  CHUCTEM»  UMEET
NPUKIAHON XapakTep, €€ TEOPEeTHYECKHE TOJIOKCHHUS W TPAKTHYECKHE HABBIKH
MOTYT OBITh UCIIOJIB30BaHbI B Oy 1yIlIeH MPaKTHYECKOM J1eATeIbHOCTH.

[IpoMeKyTOUHBIN KOHTPOJIb — 3a4ET C OLCHKOM.

PekoMeHTyeTcsi OnpeieNiiTh CPOKU MPOBEICHUS KOHTPOJIBHBIX MEpPOTPHUSITHHA,
MaKCHMaJIbHasl OLICHKA 32 Ka)KJ]0€ U3 HUX U MpaBWIIa NepeBojia o0UIero KOJIMYecTBa
0aJIIoB, MOTYUYEHHBIX MPU U3YYCHUH TUCIUTUINHBI, B UTOTOBBIN pe3yJbTaT (3a4eT ¢
OLICHKOM ).

BeimonHeHHe TPAKTUYECKHUX 3aJaHUN SIBISIETCS OO0S3aTENbHBIM JIIsI  BCEX
oOyuatomuxcs. CTyneHTbl, HE BBINOJIHUBIIME B TIOJHOM o00beMe padoThl,
NPeyCMOTPEHHBIE YUeOHBIM TJIAHOM, HE IOMYCKAIOTCS K CIa4ue 3a4eTa ¢ OICHKOM.

IIporpammy paszpabdoran (u):

Vkososa A.B., K.3.H., JOIIEHT /’ %
Kadeapbl CTATUCTUKUA U KUOCPHETUKHU S~
v(uo,uum‘.b)/

Betomkun A.}O., accuctenT
Kadeapbl CTATUCTUKU U KUOCPHETUKH

\(fl'lo,‘]l'[[/lf,(b}
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PELEH3USA

Ha padouyo nporpammy aucuuminubl b1.B.14 « AAMHHHCTPHPOBAaHKE ONIEPALIMOHHBIX
cucrem» OITOIT BO no nanpasJiennio 09.03.02 «AupopmanHoHHbIE CHCTEMbI U
TeXHOJIOTHH», HATIPABJEHHOCTh «CHCTEMHAsl AHAJTUTHKA H Pa3padoTKa MPporpaMMHOIo
obecnmevyeHus» U «PyJuIcTeK pa3padoTka» (KBATH(HKANMSA BbINYCKHUKA — 0aKajaBp)

[Ipynkum Anexkcanapom CepreeBudeM, JI0LEHTOM Kadeapbl BbICHIEH MaTEMATHKH,
KaHJMJaTOM MEearorHueckux Hayk (jlajmee 1o TEKCTY PEIeH3EHT), MPOBEIeHa pelieH3us pabodei
NpOrpaMMbl  JIUCHMIUTMHBL  «AJIMHUHUCTPUPOBaHKUE onepauuoHHbix cuctem» OITOII BO no
HanpasieHuo  09.03.02  «Mudopmanmonsabie cucTeMbl M TEXHOJOTHM», HANPaBICHHOCTDb
«CucTeMHas aHaIUTUKA M pa3padoTKa nmporpaMMHOro obdecneueHus» u «Dymicrek pazpaboTka»
(bakanaBpuar) paspadborannoii B ®PI'BOY BO «Poccuiickuii rocyaapCTBEHHBIH —arpapHbIii
yauBepcuteT — MCXA umenn K.A. TumupsazeBa» Ha Kadeape CTaTHCTHKHM W KHOCPHETHKH
(pa3pabotunku - YkosoBa A.B., [0LeHT, KaHIuJaT SKOHOMUYECKMX Hayk, Beromkun A.lO.,
acCUCTEHT Kadeapbl CTAaTUCTUKUA U KHOECPHETUKN).

PaccmoTpeB mnpencTaBlieHHbIE Ha PELEH3UPOBAHHME MaTepualbl, PEIEH3CHT NpHILEeNT K
CIIE/IyIOIIMM BBIBOJAM:

1. ITpeabsiBieHHas pabouas nporpaMma  JUCHMILUIMHBI «AIMUHHUCTPUPOBAHUE
OIepalMoOHHBIX cucTem» (Janee no tekcry [Iporpamma) coomsemcemeyem tpedoBanusam ®I'OC BO
no HanpasiaeHuo 09.03.02 MuadopmanmoHHble cMCTeMbl M TexHOJoruu. Ilporpamma codeporcum
BCE OCHOBHbBIE pa3fielibl, coomeemcmevem TpeOOBAaHUAM K HOPMAaTHUBHO-METOJMYECKUM
JOKYMEHTaM.

2. [lpencraBnennas B Ilporpamme axmyansnocms y4eOHON NUCHUIUIMHBL B pamMKax
peanuzanun OITOIT BO ne nodnesicum comnenuro — NUCUUTUIMHA OTHOCUTCSA K BapHaTUBHON 4acTH
yueOHoro uukna — b1.

3. llpencrasnenusie B [lporpamme uenru nuCUMIUIMHBI coomeéemcmayiom TpeOOBaAaHUIM
®I'OC BO nanpasnenus 09.03.02 UadbopmaliMoHHBIE CUCTEMbI U TEXHOJIOTUH.

4. B cootBercTBUHM C [TporpamMmoii 3a TUCHUIIIMHON «AMHUHUCTPUPOBAHUE ONEPALTHOHHBIX
CHCTEM» 3aKperieHO 2 Komnemenyuu (6 unouxamopos). JIMCUMIUIAHA «AJIMHUHHUCTPHUPOBAHHE
OMEpalMOHHBIX CUCTEM» W mnpexncraBineHHas Ilporpamma cnocobna peanuzosams ux B
00bsBIICHHBIX TpeOoBaHusx. Pe3ynbraTel 00ydeHus1, npeacTaBieHHbie B [IporpammMe B kaTeropusix
3HaTh, YMETb, BIAJETh coomeemcmeviom crneuuduKke W COACPKAHUIO UCUMIUIMHBL U
0eMOHCIMPUPYVION 803MONICHOCHb TIOTYYEHUS 3asBICHHBIX PE3yJIbTaTOB.

5. Obmas Tpyao€MKOCTh AUCHUILUIUHBI «AJMUHUCTPUPOBAHUE OIEPALIMOHHBIX CHCTEM»
coctapisieT 3 3a4€THbiX equHullbl (108 yacos).

6. Wudopmanus o B3aMMOCBI3M H3Yy4aeMbIX IUCUMIUIMH M BONPOCAM HCKIFOYEHUS
AyOnupoBaHHUs B COJICPKAaHHM AMCUMIUIMH coomeemcmeyem JeHCTBUTENbHOCTU. JlucumiuimHa
«AJMMUHUCTPUPOBAHUE OMEPAIIMOHHBIX CUCTEM» B3aUMOCBsi3aHa ¢ Apyrumu aucuuriniamu OTTOIT
BO u Yuebnoro nnana no nanpasneuuto (09.03.02 Ungopmayuonnvie cucmemvl u mexHoiocuu u
BO3MOKHOCTb JIyOIIMPOBAHUS B COJIEPIKAHUH OTCYTCTBYET.

7. Ilpencranennass  [lporpamma  mpexanosiaraeT — UCHOJb30BAaHUE  COBPEMEHHBIX
00pa30BaTelIbHLIX TEXHOJIOTHHM, HCMOJb3YEMbIC MPU pEAM3alMd PA3JIMYHbIX BHUIOB Y4e€OHOM
paboTel. DopMbl 00pa30BaTEIBHBIX TEXHOJIOTUI coonmeemcnayiom crelinUuKe TUCIUILIUHBI.

8. Ilporpamma  QUCHMIUIMHBI  «AJIMUHUCTPUPOBAHHME  ONEPALMOHHBIX  CUCTEM»
npejarnoiaraeT NpoBe/ICHNE 3aHATUI B MHTEPAKTUBHOW (hopMe.

9. Buael, coaepkaHue U TPYJOEMKOCTh CaMOCTOATENIbHOM  paboOThl  CTYJEHTOB,
npeacrasieHubie B [Iporpamme, coomeemcmeyiom TpeOOBaHMSIM K MOATOTOBKE BBIMYCKHUKOB,
cojepxkanumcs Bo @PI'OC BO nanpapnenus 09.03.02 MudopmanoHHbBIE CHCTEMBI M TEXHOJIOTHH.

10. ITpencraBinenHble W onucaHHbie B IIporpamme Qopmbl mexyuert OUCHKH 3HAHHIA,
coomeemcemayiom crienu(puke TUCHUILINHBL U TPEOOBAHUSM K BBIITYCKHUKAM.

®opma NMPOMEKYTOYHOTO KOHTPOJIS 3HAHUW CTYJEHTOB, npeaycmorpeHHas [Iporpammoii,
ocylecTBiseTcss B (hopMe 3adera ¢ OIICHKON, UTO coomeemcmeyent CTATyCy AWCHMUILIUHBI, Kak
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JUCIMIUIMHBI BapHaTHBHOW dYacTH ydeOHoro mukna — Bl ®I'OC BO wnanpasnenus 09.03.02
WHpopMalMOHHbIE CUCTEMbI U TEXHOJIOTHH.

11. ®opmbl OlIEHKM 3HAHUMN, NpeAcTaBieHHbIE B [Iporpamme, coomeemcemayiom crienupuxe
JUCHMILIAHBL U TPEOOBAHUSM K BBIITYCKHUKAM.

12. VY4yeOHo-MeToaMYeckoe oOecreueHre JUCHHUIUTMHBI TPEJICTABICHO: OCHOBHOM
auTepaTtypod — 3 McroyHHMKa (0a30BBIM y4eOHHWK), JONMOJHUTENBHOH juTeparypod — 3
HauMmeHoBaHul, UHTEpHET-pecypebl — 2 UCTOYHMKA U coomeemcmeyvem TpeboBanusm ®I'OC BO
HanpasieHus 09.03.02 Ungopmayuonnvie cucmemvbl U MexHoI02UU.

13. MarepuanbHO-TeXHUYECKOe OOecrieueHre AMCHUIUIMHBI COOTBETCTBYET CrHerr(uke
JMCUHUIUIMHBl «AJIMUHHUCTPUPOBAHUE OIEPALMOHHBIX CHCTEM» M 00eCreuMBaeT MCIOIb30BaHHE
COBPEMEHHBIX 00pPa30BaTE/IbHBIX, B TOM YHCIIE HHTEPAKTUBHBIX METO/I0B 00yUYEHUSI.

14. MeTtogu4eckue pPEKOMEHJIAlMM  CTYJAEHTaM M METOAMYECKME  PEKOMEH]IAlnu
NpernojaBaTessiM M0 OpraHu3aluu 00y4YeHHs MO JUCIMIUIMHE ar0T MPEJICTaBlIeHHe O crienuduke
00yueHHsI 110 TUCLUIUTMHE «AIMUHUCTPUPOBAHUE ONEPAIIMOHHBIX CHCTEM)

OBUIUE BbIBO/IbI

Ha ocHoBaHMM NPOBEICHHOTO PELICH3UPOBAHUS MOXKHO CAENIATh 3aKJIIOUEHUE, YTO XapakKTep,
CTPYKTYpa ¥  cojepxaHue pabodeil mporpaMMbl  JAMCUUIUIMHBI  «AJIMHUHUCTPUPOBAHHE
onepanoHHbiX cuctem» OINOIT BO nmo nanpasnenuio 09.03.02 MudopmanMoHHBIE CUCTEMBI H
TEXHOJIOTMM, HampaBleHHOCTh «CHCTeMHasi aHAIMTHKA W pa3padoTka  MPOrpaMMHOIrO
obecrieueHusi» u «Dymncrek pazpaborka» (OakanmaBpuat), paszpaboranHas YkonoBoi A.B.,
JOLEHTOM, KaHAMJATOM 3KOHOMHYECKHX Hayk, BeromkuubiM A.lO., accucreHToM Kadeapsl
CTAaTUCTUKH U KUOepHeTHKH cooTBeTCTBYET TpeboBanusim @I'OC BO, coBpeMeHHBIM TpeOOBAHUSAM
AKOHOMMKH, PhIHKA TPyJa ¥ MO3BOJIUT NpH €€ peanu3aluy yclelmHo odecneunTts (hopMupoBaHue
3asIBIICHHBIX KOMIETCHIIMMA.

Peuensent: Ilpynkuii A.C., nouenr kadenpsr Boicuieit matemaruku ®@I'bOY BO «Poccuiickuii
rocynapcrBeHHbid arpaphbiii yHuBepcuter — MCXA umenn K.A. TumupsizeBay,
KaH/MJ1aT NeJJarorn4eckux Hayk

e e
el «26» asrycra 2025 r.

/.A/(nonrm%)
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